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Train Models for Machine Learning Services
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Stealing Machine Learning Moaels
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Defenses against Model Stealing
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Defenses against Model Stealing

Active Passive

_va('7y) 5

HI . Ll ‘ ..... (g,

ol m
2d

5 25 30
L2 distance (MNIST test) L2 distance (Papernot attack)

Poison Attacker’'s Objective  Detect Attack & Stop Responding

Prediction Poisoning [Orekondy et al. 2020] PRADA [Juuti et al. 2019]



Defenses against Model Stealing
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Defenses against Model Stealing
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How to Defend Against Model Stealing?
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Estimate Victim Model Information Leakage
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Generate Calibrated Proof-of-Work Puzzle
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Increase the Cost of Model Stealing
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Client Receives Labels after Solving a Puzzle
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Generate Puzzles using Binary Hash Cash
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Generate Puzzles using Binary Hash Cash
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Calibrate Puzzle Difficulty using Privacy Cost
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Higher Privacy Cost for Standard Attacks
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Set Puzzle Difficulty using Privacy Deviation
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Query Time vs Accuracy of Stolen Copy
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Query Time vs Accuracy of Stolen Copy
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Conclusions

New defense against model stealing — increase the computational cost
instead of lowering the quality of model outputs.

Privacy cost is used to measure information leakage from a victim model
that was incurred by queries from each user.

Calibrate the cost of users' queries using the privacy cost.
Use proof-of-{work, elapsed time, stake}, or payment for queries.

Reference method: require a user to solve the proof-of-work puzzle before releasing predictions.

Performance:

= Negligible overhead for legitimate users (~2X),
= High increase in the querying time for many attackers (even ~100X).
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