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Abstract

Modern image generative models are able to produce photorealistic images. As
those images become increasingly indistinguishable from real data and are pub-
lished online, they are often scraped for subsequent training runs of new generative
models. This practice of training on generated data has been shown to degrade
model performance and cause model collapse. A possible mitigation lies in embed-
ding radioactive watermarks into generated content. Radioactive watermarks are
robust marks that are detectable in outputs of new models trained on watermarked
data, enabling provenance tracing of generated content. In this work, we analyze
the persistence of image watermarks across multiple training-generation runs. To
do so, we introduce a novel statistical testing method RADIUM (RadioActive
Decay of Image-Underlaid Marks) for reliable radioactivity detection across vari-
ous watermarking methods. Using our RADIUM method, we observe disparate
radioactivity across watermarking methods for image generative models. Only few
watermarks remain detectable in subsequently trained models, while most decay
severely, especially when the architecture of models differs. Our analysis highlights
the critical need for more radioactive watermarking methods in the vision domain.

1 Introduction

The generation capabilities of large scale image generative models [[7} 10} 27, 39, 44] have improved
drastically, allowing them to generate high-quality images that are increasingly difficult to distinguish
from natural, human-created data. These images are then published online, becoming part of the data
that future models are trained on. As training these models requires large and diverse datasets [30],
which are costly and time-consuming to collect and curate [2} 32]], training data is often scraped
from the internet [15} 32]. However, this scraped data contains not only natural images but also
model-generated content and their quality makes it difficult to differentiate between them. This can
create feedback loops where models are trained on their generated data leading to worse performance
and ultimately to model collapse |1, 136} 43]].

A promising solution to address these concerns is watermarking [3\ 8 [17, 42]. Watermarking can
help model owners to detect and track their generated data, enabling both the detection of misuse
and prevention of training on their own generated data. Therefore, watermarks embed visually
imperceptible signals into the generated images either during the generation process or after the
image was generated. These imperceptible signals can then be identified by model owners, enabling
them to detect their own generated images. While these watermarks are designed to be robust against
removal attacks [24] |42]], tracking their influence through the training of a new model requires an
additional property: the watermark must remain detectable in the outputs of the model trained on
watermarked data [[17, [19]. This property is known as radioactivity [29, 31].
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Radioactivity of watermarks for generative models has been analyzed in the language @&lipain [
demonstrating that ne-tuning a large language model (LLM) on watermarked text, results in the
watermark being detectable in the output of the ne-tuned model. However, the extension of the
radioactivity analysis to the image domain is non-trivial. Image generative models operate in high-
dimensional continuous spaces, involving latent-space encoding or denoising processes that can
destroy watermark signals. Existing work on radioactivity detection in the image ddBjairojided

initial insights into the radioactivity of image watermarks, however, the existing evaluation lacked
statistical guarantees.

In this work, we bridge this gap by extensively analyzing the radioactivity of image watermarking
methods for different generation schemes under statistical guarantees. Therefore, we design a
radioactivity test based on dataset infererde6[ (20, 25, 26, 28, 47], which aims to determine
whether a collection of samples was part of a model's training data, by aggregating weak membership
signals across the samples. We leverage the insights from dataset inference for our radioactivity
test. Our method aggregates the watermark signals across many samples to detect their cumulative
radioactivity. Beyond the previous dataset inference techniques, we further develop a new method for
the radioactivity detection.

Our statistical testing method, RADIUM (RadioActive Decay of Image-Underlaid Marks), leverages
recent advances in e-values to perform sequential, anytime-valid hypothesis t&4tinyd formulate
radioactivity detection as a betting game played over a sequence of image pairs. At each step, the
test places a bet against the null hypothesis that the suspect image contains no detectable watermark
signal. As images are processed, evidence against the null is accumulated as statistical wealth, which
is represented by an e-value: a nonnegative test statistic whose expectation is at most one under
the null hypothesis. Consequently, large e-values provide evidence against the null, and rejecting
the null whenever the e-value exceeds the valugé=of, which yields a valid level- test. The

key advantage of this approach is that the evaluation is performed sequentially, and the detection
procedure may be stopped at any point while providing valid statistical guarantees. In practice, this
allows us to adaptively acquire additional samples when the evidence of radioactivity is inconclusive,
or to terminate the test as soon as suf cient evidence of radioactivity has been accumulated.

In summary, we make the following contributions:

1. We introduce a new method RADIUM that combines dataset inference techniques with sequential
testing to determine whether watermarks remain detectable after the watermarked images are used
to train new generative models.

2. We develop an e-value-based statistical testing procedure for radioactivity detection, providing
anytime-valid statistical guarantees across different image watermarking schemes.

3. We conduct extensive experiments across 7 watermarking methods and 2 model architectures,
including diffusion and image autoregressive models: our results show how watermark signals
decay over multiple rounds of model training and generation, with 4 out of the 7 tested watermarks
exhibiting radioactive behavior.

4. We analyze factors that in uence watermark radioactivity, providing practical insights for the
design of image watermarks that remain detectable after new models are trained on them.

2 Background and Related Work

Diffusion Models. Diffusion Models (DMs) 14, 37] are trained by progressively adding noise to

the data and then learning to reverse this process. In the forward cgfusion process, Gaussian noise
" N(0;1) ,isadded to aclean image yielding the noisy sample; x+ 1 +", where

t 2 [0; T], is the diffusion timestep and; 2 [0; 1] is a decaying parameter withh =1 and 1t =0.

The DMf isthen trained to predict the added ndisby minimizingL(x; t;";f ) =Kk"f  (x¢;t)k3.

Latent diffusion models (LDMs)Z7] improve over DMs, by performing the forward and reverse
diffusion process in a latent space, rather than pixel space, signi cantly reducing computational
complexity, making training scalable and more ef cient. An encddencodes the input to a

lower dimensional latent representatior E(x) . The LDM diffusion loss is then formulated as
Liz;t;™f )=k" f (z¢;0k3.




Image Autoregressive Models. Image Autoregressive models (IARs) follow the next-token predic-
tion paradigm from large language models (LLMSs), treating images or image patches as sequences of
discrete tokens, allowing fast and high quality image generation. Their similarity to LLMs allows
them to bene t from the clear power-law scaling9. Some works rely on randomized inputs
permuted into different factorization orders with annealing probab#it§, fwhere others proposed

the next-scale predictior89], making autoregressive image generation even faster and producing
higher resolution images. The current state-of-the-art IAR, In nity, predicts multiple bits per token,
rather than predicting discrete tokens directly, allowing for a near in nite vocabulary size [10].

Watermarking. Watermarking embeds visually imperceptible signals into data, enabling the
subsequent detection, attribution, and tracing of generated content. For images produced by generative
models, watermarking can be applied at different stages of the generation pipeline. In-generation
methods embed the signal during the sampling or generation pr&;ds; 17, 19, 42|, whereas
post-processing methods modify the image after it has been geneBatef] #6]. Our analysis
focuses on several representative state-of-the-art watermarking schemes. We consider the post-
processing watermarks: TrustMai® [RivaGAN [46], and StegaStam88]. We further evaluate

SIREN [23], a watermarking method explicitly designed for dataset tracing in DMs, which introduces

an additional training loss to mitigate the limited learnability of prior watermarking approaches.
We also experiment with in-generation methods: StableSignajjra fliffusion-model watermark
designed to have a limited impact on image quality, TreeRd& which is known for its robustness

to standard image perturbations, and nally, we include BitMdrK | the only watermarking method
currently available for the In nity model. We provide additional information about the watermarks in
appendix A.2.

Once an image has been watermarked, the embedded signal can be recovered or veri ed by an
authorized detector, typically using a private key or message. To support reliable content tracing,
watermarking schemes must remain robust to common image transformations and increasingly
sophisticated removal attack?]. In general, image watermarking involves a three-way trade-off
among robustness, imperceptibility, and information capacity. Robustness refers to the ability of the
watermark to survive image augmentations and watermark removal attacks; imperceptibility captures
the extent to which watermarked images remain indistinguishable from clean images; and information
capacity denotes the amount of information encoded in the watermark, ranging from zero-bit detection
to multi-bit messages. Improving one of these properties often comes at the expense of the others:
for example, highly imperceptible watermarks may exhibit reduced robustness or capacity, whereas
watermarks that have higher capacity might deteriorate more the visual quality and be less robust.

Watermark Radioactivity. Watermark radioactivity, i.e., the persistence of watermarks through

the training or ne-tuning process of a generative model is an additional robustness setting, that
so far has had limited attention in the image domain. Recent studies in the language domain have
demonstrated that training an LLM on watermarked data results in detectable traces in the outputs
of the LLM [31]. Language watermarks change the prediction process of the model, by adapting
its output probabilities to draw from a watermarked distribution. This distribution shift is then also
detectable in the output of the second ne-tuned model. Sablayrolles[@9akhow how to embed a
radioactive signal into an image, such that a classi er trained on radioactive data is distinguishable
from a classi er trained on clean data. Their method explicitly changes the models behavior, to trace
the training data. A separate line of work with DIAGNOSIH], Recipe §8], and most recently
SIREN [23], constructs watermarks for generative models, but with a fundamentally different goal:
protecting natural training datasets by ensuring that any model trained on the watermarked data
inherits a detectable signal. However they do not evaluate the radioactivity of existing in-generation
watermarks to trace generated content. The closest prior work byhBkilat al.[5], provides initial
observations, but no statistical guarantees. We bridge this gap with our novel method that provides
anytime-valid statistical detection of radioactivity across diverse watermarking schemes and models.

Dataset Inference (DI). DI was introduced as a framework for model ownership resolution rstin
supervised?5] and subsequently in the self-superviséplg¢arning. The framework allows model
owners to make a strong statistical claim if a given suspect model is a stolen copy of their own target
(also referred to as a victim) model. To this end the behavior of the suspect model is compared to
the behavior of the target model on samples of the training set. Compared to membership inference
(MI') methods B5], which predict the membership of a single sample in a models training set, DI



Figure 1: Overview of our RADIUM method for radioactivity detection. Alice creates model

M. M generates watermarked imadegs and clean imageB ¢ . To train modeM ,, Bob collects
dataD 1, which can contain a proportion of dag, . M, then generates imag€s; , which may

carry traces of Alice's watermark. Alice tests if Bob trained on her generated data: 1. Watermark
Detection. Alice uses her watermark detector on suspect iniagegenerated fronM, and on

her clean imageB ¢ generated fronM ; to obtain detection scores. 2. Watermark Radioactivity
Detection. Alice obtains the score distributiogsand”c. Our e-process tests whetti2g exhibits

a signi cant watermark signal by accumulating wealth Alice detects radioactivity iDg when

W exceeds a given threshold 1=.

enhances the membership signal by leveraging a collection of samples. However, this procedure faces
a limitation in practice, namely that DI relies on statistical testing with p-values, which is limited to a
xed dataset size and prede ned signi cance level. This causes issue as adding more data points,
when the initial test fails, invalidates the statistical guarantees.

Sequential Testing by Betting. Sequential hypothesis tes8S, 40] frame the statistical tests as

a betting game where data is drawn sequentially. Given a null hypottgsi$ 2 Py , which
follows a distributionP and the alternative hypothedit; : P 2 P, as well as observations
Y1;Yo;:::, from spaceY, that are drawn i.i.d. according 8, a bettor can tedtiy by placing
repeated bets on the observatidfsstarting with initial wealthVy = 1. For testing, rst a payoff
functionS; : Y 1[0;1) s selected. Under the null, this function has an expected value of 1 and the
future wealth after all observations is no larger than the current wealth. Then the next obseéfyation
is reveale6 and the wealth changes by a fact@®; ¢Y;). After t rounds, the wealth is described by

W =Wy ::1 Si(Y;). If Hy is true, the wealth grows exponentially, otherwise the expected value
of the wealth remains a/y. Following [34], this process naturally leads to a sequential hypothesis
test, where we reject the nullW; 1= |, where is the desired con dence level. Ville's inequality
ensures that this test controls the type-I error at levelhis sequential test naturally ts into our
detection method, where we can sequentially generate samples until we nd suf cient evidence

against the null or until we exhaust the budget allocated to the test.

3 Our Radioactivity Detection Method

3.1 Threat Model

Setting. Consider a model provider Alice who deploys a generative image rilbddlo trace the
provenance of the content generated with, Alice watermarks the outputs with a watermarking
scheméVN which has the detectdr. A second party, Bob, ne-tunes a modél on a datased ;

that contains images generatedMy. Alice wants to determine whether Bob has used any of her
data to train M. We make the following assumptions:

Model Access: Alice has black-box accessve and can generate images using prompts, but has no
access to model weights or gradients.



Figure 2: Setup of the iterative model training mimicking the model collapseM ; generates
watermarked imagds3 ; with the promptd;. ThenM ; initializes the modeM , and is trained on its
own dataD ;. The resulting modéll , generates the radioactive dataBgtusing the new prompts
P,. Iteratively the model Minitializes the model M; and is then trained on the data.D

Watermark Detection: Alice has access to her watermark dete@tpas well as to her own modM ;

and can generate watermarked and clean imagedMvith-or the radioactivity detection, we leverage

the detection scores of the detector, where higher scores mean stronger watermark detection. For
example for BitMark we evaluate radioactivity using the z-score computed on the image. To provide
outputs that are closer to being 11D across different generative models and clean image distributions,
we deploy whitening§, 9], which computes biases in the detector on clean generated data and
removes them via normalization. Therefore, we perform the PCA of the output of the watermark
detectors on a set of 5k clean generated images. Thus we obtain the rapdreigendecomposition

of the covariance matrix= U U T. The whitening is then applied on the logit output of the

detector, computingy = zUT(x ).
Prompt Knowledge: To detect traces of Alice's watermark in Bob's model, we consider two settings:

1. supervised: Alice knows the exact prompts of the watermarked images that Bob usedNbytrain

2. unsupervised: Alice has no knowledge about the prompts connected to the watermarked images
that Bob used to train M

3.2 Betting on Radioactivity

Overview. To help Alice, we sequentially generate clean images with AMe'and (potentially)
radioactive images with Boblg! ,, using the same prompts. Then we apply the watermark defEctor

to obtain a detection score for both images. The goal is to determine whether the watermark scores of
images generated Iy , are signi cantly higher than those of the clean images generatéd hyWe
therefore employ a statistical hypothesis testing by bet®4§ jvhere evidence is accumulated over
round t, resulting in a wealth Weorresponding to the signi cance of the test. We report signi cant
detection when the e-value exceeds a prede ned threshold. While similar results can be achieved
with a t-test, this betting framework allows Alice to stop when suf cient evidence is gathered without
committing to a xed sample size. This can cut the required samples for detection from 1000s to less
than 100.

Scoring procedure. LetT (X) denote a watermark score when evaluating an imagath the
watermark detectof . Higher values ofl (x) indicate stronger evidence that the given image
contains the watermark. Depending on the watermBik) may be a bit-wise accuracyzascore,

or another detection statistic. Under the supervised setting, Alice has knowledge of the image-prompt
pairs used by Bob during ne-tuning his model. Alice can generate test images using exactly these
prompts, assuming that images generated from these prompts are more likely to carry the watermark
signal. Under the unsupervised setting, Alice does not have knowledge of the prompts used by Bob
during netuning. Hence, she uses different prompts to generate image pairs.

LetDg =1X 1;:::;Xn, g be the (potentially) radioactive images generated by the (Bob's) suspect
modelM, andD¢ =1fx ;:::; xﬂc g be the clean images generated by (Alice's) mddelwithout

the watermarking schem# , where bottx; andx? were generated with the same prompt. We de ne
the corresponding radioactivg and clean ¢ scores as:

5 =fT(); X 2Deg; ¢ =T (xf); xP2Dcg:



Let Pg andPc denote the distributions of the radioactie and clean ¢ scores, respectively. To

test whether the target model exhibits statistically signi cant watermark behavior, we use sequential
testing by betting34] and test the null hypothesi4 : "The data was generated by a model that was
trained without knowledge of the watermark." (and also present the alternative hypothgsis H

Ho: Ps P ¢; Hi: Pg >Pc:

The test processes the score péits; *& ), i.e., observations, sequentially. At each dtethe payoff
isdenedasS; =1+ uy, whereu; 2 f1;0;1g is abounded discrepancy score ands the
wealth we bet on the observation.

Discrepancy metric. To computel;, we use the Kolmogorov-Smirnov (KS) witness function,
estimated adaptively from all prior scores. This identi es the threshold, that maximally separates
the two score distributions in the direction consistent with UnderH this discrepancy has zero
conditional expectation given all prior observations, ensuring the validity of the test. The KS function
then returns a discrepancy scoke2 f 1;0; 1g based on whether the current observation agrees or
disagrees with the null.

Betting strategy. For the betting fraction;, we use the Online Newton Step (ONS) stratebi}.[

ONS uses only the past observations to determine the betting fragtlmefore seeing the current

data point. It maintains a curvature accumulator that grows based on past observations. We provide
more detailed information in Appendix A.1. A good betting strategy aims to grow wealth quickly,
while controlling the risk of losing all wealth under the null.

Starting with the initial wealtWW, = 1, the cumulative wealth is updated each round\qs=

W1 (1+ (u). This wealth can be interpreted as an e-value and represents the accumulated
evidence againdty. A key advantage of this process is the anytime-validity. Uttigrthe wealth
process is a nonnegative supermartingale, so by Ville's inequality, rejaédinghenW, 1=

de nes a valid -level test. This enables Alice to monitor evidence continuously and stop when
suf cient evidence is collected.

4 Experimental Evaluation

Experimental Setup. We evaluate the radioactivity of the in-generation watermarks: BitMark [17],
TreeRing f42], and StableSignaturd]. We also test the post-processing watermarks: TrustMark [
StegaStampd8], RivaGAN [46], and SIREN PR3]. For the evaluation we generate 2,000 image pairs

of clean/watermarked images using MS-COCO Karpathy prompts. The post-processing watermarks
are applied to clean images generated by the In nity-2B motig| [Stable Diffusion 1.4 (SD1.4)

and Stable Diffusion 2.1 (SD2.127]. We ne-tuneM , to obtain the second modgl-, on a total

of 5,000 images to mimic model adaptation and report the hyperparameters in Appendix B.1. As
threshold for the e-process we select the signi cance level =10

4.1 Watermarks Exhibit Disparate Radioactivity

We report the main radioactivity detection results in Table 1. We ne-tdneon a total of 5,000

self-generated images, of which a speci c fraction is watermarked. We then generate imagds with

using the training prompts (supervised) and disjoint prompts (unsupervised). For the evaluation, we

sample these images generatedvby and their counterparts generated without the watermai¥d by

to infer them through the watermark detectorwhich yields the observatiofik; *%.). We sample

and bet on observations until either the wealth reaches the desired signi cance thresild® or

we exceed the maximum number of 1000 steps. We report the number of samples required to reach
=10 5 orthe nal e-value for the failed runs (that did not reject thg after the 1000 steps). To

prevent reporting false-positives, induced by ne-tuning on generated images, we also ne-tune an

additional M, on non-watermarked images generated by M

For all watermarks in the same model setting, we nd thigt trained on clean images does not
reach the signi cant detection. Our results show that BitMark, RivaGAN, StegaStamp, and SIREN
watermarks can be detected when they make up 100% of the ne-tuning dalia foeing In nity-2B.
However only BitMark remains detectable when constituting 1% of the ne-tuning data. We observe
that the watermarks are radioactive for lower fractions of watermarked data on the In nity-2B model
compared to SD2.1. There are two potential factors that in uence these differences, namely (1)



Table 1: We nd disparate radioactivity across models and watermarks. We traiM , on different
fractions of watermarked dafa generated byl ;. We report the stopping time, measured as the
number of paired observations, at which the e-process crosses the rejection thieskol °,
corresponding to a signi cance level of 10 ° . Faded cells report the nal e-value for runs that
did not reject K within 1000 steps.

Watermark Setting Model Fraction of Watermarked Data
0% 1% 5% 10% 25% 50% 100%
BitMark Supervised  Inf-2B  0.28 87 66 53 52 56 37
Unsupervised Inf-2B  0.31 132 78 47 46 43 34
RivaGAN Supervised Inf-2B  0.07 0.73 0.52 0.84 201 74 43

Unsupervised Inf-2B  1.48 3.57 2.16 0.18 156 82 42
Supervised  Inf-2B  0.05 0.89 0.18 0.16 5.89 249 35

StegaStamp  jngupervised Inf-2B 129 011 015 074 026 165 36
TusMark Supenvised  Inf2B 113 314 209 169 105 7.05 133
Unsupervised Inf-2B  5.06 1.13 5.06 5.06 5.06 253 961

SIREN Supervised  Inf2B 035 017 1076 24532 223 50 36

Unsupervised Inf-2B 0.1 0.08 0.1 0.28 0.12 65 38
TreeRing  Supenvised  SD21 1139 338 050 338 113 506 338

Unsupervised SD2.1 145 185 2563 957 1059 35 2.17

Supervised SD2.1  0.18 0.17 0.1 0.17 0.59 0.05 1591
Unsupervised SD2.1 0.13 0.06 0.13 0.08 0.07 0.1 0.19

TrustMark Supervised  SD2.1 0.63 1.38 0.11 0.22 0.19 0.06 0.14
Unsupervised SD2.1 0.19 0.03 0.1 0.12 0.29 0.12 0.06

Supervised SD2.1 043 0.06 0.29 0.08 0.14 0.09 37

Stable Signature

StegaStamp  jpgupervised SD2.1 019  0.06 013 009 072 009 42
VAGAN Supervised  SD2.1 105 14708 031 13091 7829 102 212
Unsupervised SD21 0.3 035 046 055 004 018 072

SIREN Supervised SD21 012 116 017 028 006 005 95

Unsupervised SD2.1 0.31 0.31 0.36 0.14 0.07 0.6 208

different variational auto-encoders (VAES) and (2) different training and generation processes. In
Figure 6 we detect watermarks after they were encoded and decoded with the VAEs and nd that the
watermarks are stronger impacted by encoding with the VAE in SD2.1. The VAE in In nity leaves
ne-grained signals intact, which makes the watermark more easily learnable in the latent space.
Furthermore, in the diffusion training process the images are iteratively noised, such that the model
can learn to denoise the images. This noising-denoising process mimics a noising watermark removal
attack, which can distort the watermark signal and result in limited radioactivity. We analyze two
different knowledge assumptions concerning the prompts of the training imalyes tiie supervised
setting, and the unsupervised setting. Our main results show that prompt access has limited impact
on the detection of radioactivity, with the supervised and unsupervised setting agreeing in most cases.
This prompt independence shows that radioactivity is not an artifact of memorization, where the mark
is learned in combination to a speci ¢ prompt, but becomes a general capability of the model.

To further evaluate potential factors for radioactivity, we follow SIRE2S][and evaluate the impact
of the watermark on the loss L of the generative model GM by computing:

=L oM (GM(X geari€)) L &M (GM(X margC)); (1)

whereXiean is the clean imagemark its watermarked counterpart, anthe conditioning. SIREN
maximizes this quantity, to adapt the watermark to speci ¢ features of the image and make it more
learnable. We compute this quantityfor the images generated by SD2.1 in Figure 4 and for the
images generated by In nity-2B in Figure 5. We nd that watermarks that have a strong impact on
are faster detectable in the generated imagés gofwhereas watermarks with 0  are learned
less. Speci cally, TreeRing and StableSignature are hardly or not at all radioactive in SD2.1, whereas
RivaGAN, StegaStamp, and SIREN are detectable with fewer samples. This analysis on In nity-2B
shows that In nity's loss is impacted more by the watermark, which mirrors our results in Table 1,
where watermarks are detected faster on In nity-2B compared to SD2.1.



Table 2: Radioactivity decay over multiple training and generation runs. We use data generated
byMi; to ne-tuneM;. Each row's bracketed percentage (%) gives the fraction of watermarked
data used to train each mod#i § ::: Mg). The reported values follow the same format as in Table 1.

Watermark Setting Model M M3 Ms Ms Mg

. Supervised Inf-2B 66 100 199 7.59 -
0,
BitMark (5%) Unsupervised Inf-2B 78 143 236 095 -

. Supervised Inf-2B 37 34 34 37 32
0,
BitMark (100%) jnsupervised Inf-2B 34 33 34 32 33

Supervised Inf-2B 249 161 90 282 0.68
Unsupervised Inf-2B 165 154 157 228 433

Supervised Inf-2B 35 33 35 36 39
Unsupervised Inf-2B 36 33 31 41 34

Supervised Inf-2B 50 58 68 61 76
SIREN (50%) Unsupervised Inf-2B 65 60 78 73 72

Supervised Inf-2B 36 35 42 43 48
SIREN (100%)  jhupervised Inf-28 38 41 39 51 56

Supervised sD2.1 37 71 124 8.52 -
Unsupervised SD2.1 42 70 109 7.77 -

Supervised SD2.1 95 7.35 - - -
SIREN (100%) Unsupervised SD2.1 208 14.74 - - -

StegaStamp (50%)

StegaStamp (100%)

StegaStamp (100%)

4.2 lterative Model Training

This section focuses on watermark radioactivity under the lens of model coltHpsérpre models

are iteratively trained on their own generated content. To formalize the setting, we de ne a set of
promptsP; that are used by mod®l; to generate datB;. We enforce that all prompt sets are
pairwise distinct, to reduce the impact of the prompt on the detection of the radioactivity. Formally,
we useM; andP; to generate datasBt and then ne-tunévl; onD; to obtainM,; . We provide

a visualization of the setup in Figure 2. Based on our ndings in Table 1 we focus on BitMark,
StegaStamp, and SIREN, since they showed higher levels of radioactivity>Fbrwe train the

model on 100% of the data generated by its' predecessor. @alis trained orp% of watermarked

and1l p% of clean data. Our results for the iterative model training in Table 2 show that the
watermarks on In nity-2B experience no or hardly any degradation across multiple ne-tuning
iterations. On the other hand StegaStamp on SD2.1 decays gracefully over multiple iterations,
whereas SIREN is no longer detectable in khg model. SIREN shows clear differences in the
behavior on In nity-2B and SD2.1, which is likely related to the resistance of the watermark against
encoding and decoding, analyzed in Figure 6. We provide examples of the output of the SD2.1 in
Figure 11 and In nity-2B in Figure 10.

4.3 Cross Architecture Analysis

The results from the two previous sections, show that some watermarks can be radioactive and enable
content tracing even through multiple model iterations on the same model architecture. However

in most case the model trained on the watermark images generatdd kyll have a different
architecture. Initially we nd that some watermarks exhibit a distribution shift when evaluated on
different model architectures. To guarantee the validity of our evaluation, we additionally assume
access tavl; which is obtained by training on 0% watermarked data. This failure case shows
inherent limitations of existing watermarks. We further evaluate this in Appendix C.4. For the
cross-architecture case we focus on settings where a larger iMadelused to generate data for a
smaller modeM . Our results in Table 3 indicate that the cross-architecture case is much harder than
the same architecture case, where the watermarks are detected only when making up high fractions of
the data and many samples are evaluated. To verify that our ndings are not an artifact of the speci c
backbones we study, we additionally evaluate two substantially larger and more recent diffusion
models, Stable Diffusion 3.5-medium and FLUX.1-dev with 12B parameters, and report the results in
Appendix C.3. We observe the same qualitative behavior: SIREN and RivaGAN become detectable
once they constitute 25% or more of the ne-tuning data, StegaStamp only under higher fractions,



Table 3: Detection performance across model architectures. We traifi, on different fractions of
watermarked datéb generated b 1, whereM ; andM , use different architectures. The reported
values follow the same format as in Table 1.

Watermark Setting N M, Fraction of Watermarked Data
1% 5% 10% 25% 50% 100%

Supervised Inf-2B  SD2.1 0.13 0.07 0.21 226 148 56

BitMark Unsupervised Inf-2B  SD2.1 0.16 0.31 0.05 1.48 173 59
Supervised Inf-2B  SD1.4 0.26 0.11 053 213 137 51
Unsupervised Inf-2B SD1.4 0.19 0.23 0.12 18492 134 54

Supervised Inf-2B  SD2.1 0.16 0.14 0.08 0.15 0.1 0.08
Unsupervised Inf-2B  SD2.1 0.58 0.13 0.13 0.59 0.13 0.24

RivaGAN Supervis_ed Inf-2B  SD1.4 0.07 0.1 0.51 0.09 0.58 0.16
Unsupervised Inf-2B  SD1.4 0.71 04 0.09 0.48 0.17 0.04

Supervised sSD2.1 SDi14 0.13 0.72 0.07 0.25 0.06 0.62
Unsupervised SD2.1 SD14 0.38 0.23 0.11 0.95 0.28 0.07

Supervised Inf-2B  SD2.1 0.17 0.06 0.12 0.09 218 61
Unsupervised Inf-2B  SD2.1 0.05 044 0.05 0.15 97 57

Supervised Inf-2B SD1.4 057 0.08 233 0.34 3.53 42
Unsupervised Inf-2B  SD1.4 0.15 0.08 0.05 0.64 0.33 44

Supervised SD2.1 SD14 0.24 0.23 0.33 0.07 0.13 21.01
Unsupervised SD2.1 SD14 0.13 0.3 0.06 0.11 0.15 7.42

Supervised Inf-2B  SD2.1 0.28 0.76 1.6 0.32 1.75 61
Unsupervised Inf-2B  SD2.1 0.25 0.11 244 5098 6.34 54
Supervised Inf-2B  SD1.4 0.83 0.27 0.07 0.07 0.03 0.04
Unsupervised Inf-2B  SD1.4 0.66 0.53 0.22 0.1 0.09 0.07
Supervised SD2.1 SD14 138 1.6 0.09 0.31 0.16 0.24
Unsupervised SD2.1 SD14 1.1 0.13 0.04 0.07 0.12 0.15

Supervised  Inf-2B SD2.1 0.08 0.26 0.9 345 154 65

Unsupervised Inf-2B  SD2.1 0.34 0.11 1.08 11.33 10.72 86

SIREN Supervised Inf-2B SD1.4 054 035 063 7.98 188 90

Unsupervised Inf-2B  SD1.4 049 021 04 036 7529 97
Supervised SD2.1 SD14 0.25 0.14 1.15 0.11 0.81 118
Unsupervised SD2.1 SD1.4 069 0.2 025 0.18 0.12 146

StegaStamp

TrustMark

and TrustMark remains non-radioactive throughout. Notably, these larger diffusion models behave
more similarly to In nity-2B than to SD2.1, suggesting that model scale is itself a factor in how well
a watermark is retained.

4.4 Radioactivity Removal Robustness

Given the knowledge about watermark radioactivity, Bob, who awasnow wants to make sure

that his model is not radioactive, to avoid Alice detecting he illegitimately trained on her data. To
remove any radioactive traces, Bob collects carefully curated data, ensuring that the curated dataset
contains no watermarked images. He then performs a cleaning step, by carefully ne-tuning the
model on the clean data. Therefore, we analyze the mddeglgained on different fractions of
watermarked data. Our results in Table 9, show that the radioactivity of current watermarks is very
fragile and decreased drastically after additional ne-tuning on clean data. Only BitMark, when using
100% of the ne-tuning data, is radioactive d3. We provide additional results for the radioactivity
robustness under an adversary that applies image augmentations in Appendix C.2. We nd that
interjections before or during ne-tuning have the strongest negative effect on radioactivity, as they
disrupt the watermark signal, before the model can learn it.

4.5 Hyperparameter Ablation

We analyze different hyperparameters that in uence the radioactivity of watermarks in downstream
models. Table 13 shows that a higher learning rate generally causes the e-process to stop earlier,
consistent with the watermark being more strongly represented in the model's outputs. The number
of ne-tuning epochs has a setup-dependent effect (Table 16): on the In nity backbone, increasing
the number of ne-tuning epochs markedly reduces detection, compared to a minor in uence on the



SD2.1 model. In contrast, the effective batch size has little impact on radioactivity (Table 17) - the
watermark signal is not washed out by computing the gradient on a batch. In Table 14 we analyze
the impact of changing the strength of the watermark on the radioactivity. We focus on BitMark and
SIREN and change their strength in proportion to their default valued (5 for SIREN and = 2

for BitMark). The results show that a higher watermark strength reduces the number of samples
required for signi cant detection for SIREN. Notably, a reduced watermark strength results in the
watermark no longer being detectable.

4.6 Core Factors for Radioactive Watermarks

This section crystallizes the core factors making up a radioactive watermark and supports them
with our experimental evidence. (1) Robustness to the latent encoding is a prerequisite. No
watermark that is destroyed by the encoding-decoding cycle of the downstream model's VAE is
radioactive in that model (Figure 6). This is the most predictive property we observe, and explains
why StableSignature, RivaGAN, and SIREN are strongly weakened on SD2.1, whereas In nity-2B
leaves ne-grained signals intact. (2) The mark must be reused across samples rather than tied to
individual content. A content-dependent signal appears to the downstream model as sample-speci ¢
noise, whereas a signal that reoccurs across the training set becomes a learnable regularity. This is
especially apparent in our results with BitMark when attenuating the signal in Table 19. The same also
shows when we increase the number of keys and the signals interfere with each other in StegaStamp
(Table 15). (3) The mark must survive the training process itself. Augmentations applied before

or during ne-tuning suppress radioactivity far more effectively than the same augmentations applied
afterwards as we explore in Table 11. So a radioactive watermark must be robust to the standard
augmentation pipeline, not only to post-hoc removal attacks.

5 Conclusions

We introduced a statistical method based on sequential betting that enables the analysis of the
radioactivity of watermarks in downstream models. We investigated the radioactivity and radioactive
decay of post-processing and in-generation watermarks spanning three different model architectures
in the diffusion and autoregressive domain. Our results demonstrate that current watermarking
techniques lack reliable detection in downstream models and can not guarantee long-term provenance
tracing of their generated content. We show how watermarks that are robust against encoding and
impact down-stream model loss consistently are more radioactive. Our ablation studies identify
several factors in uencing the radioactivity of image watermarks, such as the model architecture,
learning rate and watermark strength. By providing a uni ed statistical method for radioactivity
detection across different image watermarks, we enable watermark designers to evaluate watermark
radioactivity through model derivatives.
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A Extended Background

A.1 Betting Strategy

The betting strategy determines the size of the bet to wager on the next sample, based on the already
observed discrepancy between the two distributions. In our method we leverage the Online Newton
Step (ONS) strategy.

Online Newton Step (ONS). First we use the discrepancy metric (in our case derived from
Kolmogorov-Smirnov) to compute the bounded discrepancy sgofefd; 0; 1g. We then update
a one-dimensional curvature accumulaigrand calculate the subsequent betting amowunt for

round t+1:
Ut

zi= —— A=Ay +z2
t 1+ tUt t t1 t
_ 2 Zy
t+1 = [0} max ] tt 2 |Ogs A7t

with initializations ; = 0 andAg = 1. Here o, . ] denotes projection onto the permissible,
bounded stake interval. Restrictingto [0; max] rathertharf max; max] enforces the one-sided
nature of the test: the bettor only ever places stakes in the directibin ,ofonsistent with the
hypothesis that radioactive images produce stochastically higher watermark scores than clean images.
While higher values of 2« permit more aggressive betting, the upper bound is mathematically
necessary to prevent the wealth process from reaching zero (ruin). Wa.set 0:5 throughout.

A good betting strategy aims to grow wealth quickly when the alternative hypothesis is true, while
controlling the risk of losing all wealth under the null. ONS achieves this through its curvature
accumulato, which grows with the sum of squared past gradients and provides a data-dependent
learning rate that achieves logarithmic regret without requiring prior knowledge of the problem
dif culty.

A.2 Extended Related Work

Watermarking. The post-processing watermarks differ primarily in the space they are applied in
and the robustness that they target. StegaSt8&jpq designed to embed signals that survive strong
perturbation pipelines and can be detected in realistic physical detection scenarios. It incorporates a
speci ¢ robustness training pipeline and trades visual delity for persistence. Riva@8N\as
proposed for video and leverages an attention-based mechanism that hides messages in content-
dependent regions. This design makes it robust against video-processing operations, in particular
cropping and compression. Additionally, it is resolution-agnostic by construction, as its encoder has
no bottleneck. SIRENZJ] is a watermarking method designed to be learned by models ne-tuned

on watermarked data. Therefore the watermark leverages a proxy student model and optimizes
the watermark embedder, such that the watermark decreases the loss of the proxy model on the
watermarked images, resulting in the watermark providing helpful features for the model and being
learned more easily. Finally, TrustMarg][targets broad robustness to common image edits, while
preserving high image quality. To this end it incorporates a focal frequency loss (FFL) preserving
the high frequency content of the images. Compared to RivaGAN and StegaStamp, which disrupt
high-frequency content of the images, the FFL results in TrustMark being primarily applied in lower
frequencies.

The evaluated in-generation watermarks differ substantially in the watermark embedding techniques.
StableSignature8] ne-tunes a latent-models decoder, so that every decoded image carries the
watermark. This approach hardly affects the generation process, resulting in only minor changes
to the generated images while staying robust under strong edits. TreeRing b watermark

speci cally designed for diffusion models. It applies a ring in the low frequencies of the initial noise

in the diffusion process, which makes it robust against geometric perturbations, such as cropping,
rotating, and ipping. However, its detection is highly expensive, as it requires a full DDIM-inversion
from the image space back to the noise space. Finally, BitMe#ki§ a watermark speci cally
designed for bit-wise generative models. These models produce images by generating bit-strings of
varying length, sampling from a vocabulary consisting of bitstrings. BitMark in uences the sampling
process by separating the vocabulary into a green list and a red list of bitstrings with length n and
biases the generation process such that bitstrings from the green list are sampled more frequently.
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A.3 Image and Text Radioactivity

Text Watermarking. Existing work on LLM radioactivity B1] detects watermarks through a
principled analysis of token-level generation in LLMs. This line of work focuses on watermarking
methods that modify the decoding procedut8][ Speci cally, LLM decoding can be viewed as
taking a context sequene(®) ;:::;x(D )2V C whereV denotes the model vocabulary a@d

the context length. Given this context, the LLM outputs a logit vec®R V1, which is converted

into next-token probabilities vip = softmax(l) 2 [0; 1] V. The next tokerx©® is then sampled

from this distribution. Watermarking schemes in uence this generation process using a secret key:
the key and the current context are provided to a hash function, whose output serves asfarseed

a random generator. This seed determines how the watermark biases the next-token distribution,
for example by increasing the sampling probabilities of tokens in a designated gre&#f]ligtdr
detection, the generated text is re-tokenized, the corresponding contexts are reconstructed, and a
watermark score is assigned to each token.

Image vs. Text Radioactivity. Sander et a31] make two key design choices in their radioactivity
detection scheme. First, to improve detection, they introduce a ltdrat restricts the analyzed

token stream té&-grams likely to have appeared during training. Tokens generatdl,bgre scored

only when their context is not Itered out by. Second, they apply token de-duplication: a token

is scored only if its context has not been observed previously during detection. Together, these two
design choices yield faster and unbiased detection. However, these insights do not directly extend
to the image domain. Unlike text watermarking methods that modify the sampling or decoding
procedure 18], most image watermarking methods do not in uence the generative model's sampling
process directly, with a few exceptionsg] 17]. Instead, image watermarks are typically applied
either before generation, e.g., to the initial noise in DU 2], or after generation, e.g., to generated
outputs B, 38]. Furthermore, image watermarks lack an inherent sequential context analogous to
textk-grams, making it unclear how to de-duplicate watermark signals or remove context-induced
biases in a comparable way. As a result, radioactivity in the image domain differs substantially from
radioactivity in the text domain. In addition, image-speci c transformations, such as changes in
resolution, compression, cropping, or other augmentations, can further degrade watermark signals
and negatively affect radioactivity detection.

B Experimental Setup

B.1 Hyperparameters

Table 4: Hyperparameters used for model training.
Optimizer Learning Rate Batch Size Epochs

Stable Diffusion 2.1 Adam 1 1% 4 5
Stable Diffusion 1.4  AdamW 1 10 4 5
Stable Diffusion 3.5 AdamWw 5 1¢F 4 5
In nity-2B Adamw 6 10 ¢ 4 2
FLUX.1-dev AdamwW 5 106 4 5

For Stable Diffusion 2.1, we used Adam optimizer with a learning rate &f0 ° and ne-tune for

5 epochs with batch size of 4, following CLil35]. We ne-tune In nity-2B [10] following their

of cial implementation, using the AdamW optimizer with a learning rat&ofl0 4 for 2 epochs.

This learning rate is lower than the default con guratién (L0 2 ), as we adjusted for our speci ¢
ne-tuning task. The input resolution is set1024 1024. To t the model on our hardware, we

use a per-GPU batch size of 2 with 4 steps of gradient accumulation resulting in an effective batch
size of 8.

Finally, we adjusted the noise strength parameter. While the default con guration uses noise strength
of =0:3, we noticed this degraded our image generation quality. To address this, we ran tests
ne-tuning In nity-2B for 1 epoch for the noise strengtlts1, 0:2 and0:3 (see Figure 3). After
visually comparing the outputs, we selected as it produced best images among the three settings.
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Table 5: Image Generation Cost. We compute the speed for image generation for single image
batch sizes for the two generative backbones. We report the generation in seconds / image averaged
across 1k images.

Model SD2.1 Inf-2B
Generation 1.38 1.97

Table 6: Watermark Detection Cost. We compute the speed for watermark detection for single
image batch sizes for the different watermarking schemes. We report the detection speed in seconds /
image averaged across 1k images.

Model StegaStamp TrustMark RivaGAN SIREN StableSignature TreeRing BitMark

SD2.1 0.006 0.008 0.009 0.009 0.009 1.198 0.134
Inf-2B 0.01 0.013 0.028 0.02 0.009 1.198 0.134
(@ =0:1image. (b) =0:2image. (c) =0:3image.

Figure 3: Effect of Noise Strength on In nity-2B. Prompt: “A young boy standing in front of a
computer keyboard”

B.2 Environment

Our experiments are performed on Ubuntu 22.04 with NVIDIA A100 Graphics Cards with 40GB
and 80GB of memory. To run our experiments we used CUDA Version 12.5 and Python 3.12.4.

B.3 Computational Cost

The radioactivity analysis relies on multiple different components, most importantly: data generation,
watermark detection and the e-process. Running the e-process when all 1k samples are generated and
detected requires only 0.2 seconds. However, the image generation and watermark detection cost do
not depend on RADIUM, but on the generative model and watermark scheme. Therefore we provide
the generation and detection time in seconds per image in Table 5 and Table 6.

B.4 Discussion and Limitations

Training large-scale generative models, such as In nity-26] pr Stable Diffusion 2.127], from

scratch is prohibitively expensive, especially for many training-generation runs or dataset compo-
sitions. We therefore do not perform full pretraining experiments at this scale. Instead, we study a
ne-tuning setting as a proof of concept, following prior analyses of model collag§eahd LLM
radioactivity [31]. This setting allows us to systematically evaluate watermark radioactivity across
multiple training-generation runs while keeping the experimental setup computationally feasible.

This choice, however, limits the extent to which our results transfer to large-scale pretraining regimes.
Fine-tuning may preserve, amplify, or attenuate watermark signals differently from training from
scratch, depending on the amount of synthetic data, the strength of the watermark, the model
architecture, and the optimization procedure. Similarly, our conclusions are based on the set of
watermarking methods, model architectures, and hyperparameters considered in our experiments.
Other watermarking schemes or parameters may exhibit different levels of persistence.
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Table 7: Detection performance with 10k samples. Cells report the stopping time (in number of
paired observations) at which the e-process crossed the rejection threshold 12 (sig0i cance
level =10 °); faded cells report the nal e-value of runs that did not reject.

Fraction of Watermarked Data
0% 5% 25% 100%

BitMark ~ Supervised  Inf-2B 0.0358 143 53 34
Unsupervised Inf-2B  0.0438 208 51 33

Supervised  SD2.1  0.099 0.0225 0.110 46
Unsupervised SD2.1  0.79 0.135 0.105 38

Watermark Setting Model

StegaStamp

Table 8: Detection performance for SD2.1 trained from scratch. We train a randomly initialized

M on different fractions of watermarked d&t@generated by the randomly initialized and then
trainedM ;. Cells report the stopping time (in number of paired observations) at which the e-process
crossed the rejection threshdlg = 10 ° (signi cance level = 10 ° ); faded cells report the nal
e-value of runs that did not reject.

Fraction of Watermarked Data

Watermark Setting Model
100%
Supervised  SD2.1 37
StegaStamp Unsupervised SD2.1 40
Supervised  SD2.1 1.71
SIREN Unsupervised SD2.1 0.156

To explore the behavior of radioactivity on a larger scale and when evaluated from pre-training,
we perform two ablations. (1) We increase the number of training samples by two, evaluating the
radioactivity of the models when trained on 10k samples and (2) we initialize SD2.1 from scratch and
rst train on clean natural MS-COCO data for 5 epochs to obMinand then train a new randomly
initialized model on the watermarked outputs frivn. We report our results in Table 8 and Table 7
respectively. We nd that a larger ne-tuning set has limited impact on the observed radioactivity.
We believe that our core principles and insights that govern radioactivity also transfer to downstream
retraining or web-scale data reuse. Speci cally, important factors such as VAE robustness as a
necessary condition for radioactivity, will also hold. Our insights that cross-architecture robustness is
strictly harder than same-architecture transfer, holds for larger schemes, as the radioactivity is not
only data, but also architecture dependent. Furthermore, as our results provide an empirical upper
bound on the radioactivity in a controlled setting, watermarks that are not radioactive in this setting
will likely also not be radioactive under realistic use cases.

C Additional Results

C.1 Watermark Analysis

Loss Analysis. We analyze the impact of the watermark on the generative model by computing:

=L om (GM(X ¢leariC)) L cm (GM(X watermarkedC));

whereGM is the generative backborejs the image in eitheclean or watermarked version and

cis the conditioning. For the In nity-2B model thiegy, is the bit-wise cross-entropy loss averaged
across all scales. For SD2.1 we compute the average loss across 20 different diffusion timesteps. We
provide the loss plots for the images generated by SD2.1 in Figure 4 and for the images generated by
In nity-2B in Figure 5. We nd that SD2.1 exhibits a lower impact on the loss from the different
watermarks, whereas In nity-2B exhibits higher loss for the watermarked images compared to the
clean images. Unsurprisingly the post-processing watermarks have an overall lower impact on the
loss and as we found in Table 1 they are also harder to detect in downstream models.

VAE-Robustness. For the watermarks to be learnable by the generative model, the watermark has to
persist both in the latent space of that model and be detectable after decoding. The generative models
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Figure 4: The evaluation of watermark loss from SIREN for SD2.1 generated images. We
compute the loss difference on SD2.1 and In nity-2B for 5000 pairs of clean and watermarked
generated images.
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Figure 5. The evaluation of watermark loss from SIREN for In nity-2B generated images.
We compute the loss difference on SD2.1 and In nity-2B for 5000 pairs of clean and watermarked
generated images.
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Figure 6: Watermark robustness against VAE encoding-decoding.

that we analyze operate in a latent space created by a VAE consisting of an eB@wita decoder

D. To analyze the robustness of the watermark, we take 5000 watermarked samples, obtain their
reconstruction vid(E (x)) = x %and nally detect the watermark axf. We plot the TPR@1%FPR

of the watermark detection o’ in Figure 6 and nd that StableSignature, RivaGAN and SIREN
when embedded on SD2.1 images and reconstructed by the SD2.1-VAE are strongly weakened.

C.2 Radioactivity Ablations

Radioactivity Removal Robustness. In Table 9 we analyze the robustness of radioactivity in the
same model setting against an additional ne-tuning step with clean data. Therefore we use clean
generated data and the same hyperparameters parameters that we use in the iterative ne-tuning
setting. For most watermarks we nd that, even when making up 100% of the original ne-tuning
data, they are removed after one additional cleaning step. Only BitMark can still be detected, as it
in uences the generation scheme of In nity much stronger, due to it being embedded at every bit
position across all scales and bits.

Adversarial Robustness. We additionally consider an adversary, that suspects Alice to embed a
radioactive watermark signal, and that tries to remove it through augmentations. As the adversary
must preserve utility as well as fast inference, we consider common image augmentations such
as cropping to 90%, JPG compression to 75% quality, and horizontal ipping. We consider three
different attack stages, namely (1) on tie generated images before ne-tuning, (2) during ne-
tuning and (3) on théM, generated images. We provide the results in Table 10, Table 11 and
Table 12 respectively. We nd that augmentations before or during ne-tuning are more effective
than augmentations on the generated data after ne-tuning. Fine-tuning on the watermarked data
enables the model to reproduce the watermark signal, whereas ne-tuning on the attacked images
reduces the potential signal that can be picked up. This makes attacks before or during ne-tuning
much more effective.

Learning Rate. The learning rate in uences how strongly the model adapts to the training data
and consequently impacts the strength at which the watermark is learned. In our experiments in
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Table 9: Clean ne-tuning removes radioactive traces in nearly all settingdV ; is the pretrained
baseM, is ne-tuned on data generated by, with the watermark fraction shown in brackets (%);

M 3 further ne-tunesM, on clean data. For evaluation of this same model setting we leverage clean
data from M,. The reported values follow the same format as in Table 1.

Watermark Setting Model M M3

. Supervised Inf-2B 66 0.36
0,
BitMark (5%) Unsupervised Inf-2B 78  0.16

. Supervised Inf-2B 37 187
0,
BitMark (100%) Unsupervised Inf-2B 34 194

Supervised Inf-2B 35 2.45
Unsupervised Inf-2B 36  27.73

StegaStamp (100%)

Supervised Inf-2B 36 0.17
SIREN (100%) Unsupervised Inf-2B 38 0.04

Supervised sb2.1 37 0.57
0,
StegaStamp (100%) Unsupervised SD2.1 42 0.71

Supervised SD2.1 95 1.69
0,
SIREN (100%) Unsupervised SD2.1 208 0.08

Table 10: Pre-training Robustness. We apply augmentations on the data generatdg bgfore
ne-tuning M,. Cells report the stopping time (in number of paired observations) at which the
e-process crossed the rejection thresisid= 10 ° (signi cance level = 10 ° ); faded cells report

the nal e-value of runs that did not reject.

Watermark Model Attack Setting Fraction of Watermarked Data
5% 10% 25%  100%

Clean Supervised 74 50 35 32

BitMark  Inf-2B Unsupervised 90 48 35 34
Combined Supervised  0.164 0.0688 635 75

Unsupervised 0.321  0.907 0.0153 83

Table 13, we x all hyperparameters and settings and ne-tihevarying only the learning rate.
We nd that a higher learning rate results in radioactivity being detected with fewer samples up to a
setting-speci ¢ maximum: beyond this point overall model utility degrades (see Figure 7).

Watermark Strength. The watermark strength controls the magnitude of the embedded signal and in
turn the imperceptibility and robustness. In SIRE2J]| the watermark encodé&,, rst determines

the watermarkv based on an image, with w = E,,. This watermark is then nally embedded onto
the image viky, =x+ w=x+ E ,where isthe parameter that controls the watermark
strength. BitMark 17] embeds the watermark at generation time when the next bit is predicted. It
embeds a green bit list, e.§01; 10g, into the generated bit stream by slightly nudging the next
predicted bit to take a speci ¢ value based on the previous bit. This is done by adding a cortstant

Table 11: During-training Robustness under Horizontal Flipping. Cells report the stopping time
(in number of paired observations) at which the e-process crossed the rejection thiesholD °
(signi cance level =10 ® ); faded cells report the nal e-value of runs that did not reject.

Watermark M1 M2 Flip Fraction of Watermarked Data

25% 50% 100%
. 226 86 45
RivaGAN Inf-2B  Inf-2B 032 191 69
_ 35 41 34
BitMark  Inf-2B  Inf-2B 35 45 34
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Table 12: Post-training Robustness. We apply the attacks on the images generakdd.tyells

report the stopping time (in number of paired observations) at which the e-process crossed the
rejection threshold= = 10 ° (signi cance level = 10 ° ); faded cells report the nal e-value of

runs that did not reject.

Fraction of Watermarked Data

Watermark  Model Attack Setting
1% 5% 10% 25% 50% 100%
Clean Supervised 97 67 a7 36 48 34
Unsupervised 118 88 55 38 54 34
Crop Supervised 2.51e+04 364.804 353 52 112 34

Unsupervised 3.934 78.839 687 55 93 34

Supervised 1.642 3.689 0473 74 168 36
Unsupervised 2.327 1.316 0.667 83 167 38

BitMark  Inf-2B
Horizontal Flip

IPG Supervised 148 96 58 37 50 34
Unsupervised 188 126 66 37 52 34
Combined Supervised 1.965 0.232 0.096 261 401 68

Unsupervised 1.359 0.115 0431 383 570 70

Table 13: Larger learning rates increase radioactivity, up to a regime-speci ¢ threshold. Mis
ne-tuned on data generated byM 1, with the watermark fraction shown in brackets (%) and
vary only the learning rate. The reported values follow the same format as in Table 1.

Learning Rate

Watermark Setting Model
610 110 110°% 610°% 1104 610* 6 10°
Bk (%) ofoiveed mize - gss i - o5 7 oe
sreneoo bl WD mw - B %o
e A A A A

the logit of the next green bit, e.g. if the previous bit viiaghen the bias will be added to the logit
predicting0. The constant in uences the strength of the watermark. Per default we usé:5

and =2 . In Table 14 we vary the watermark embedding strength from our default value and nd
that higher watermark strength can result in stronger radioactivity, as long as the image quality is not
impacted negatively. Reducing the strength, on the other hand, can result in the watermark being no
longer detectable in the downstream model at all.

Key Reuse. In all of our experiments, we actively reuse the same key in all images to amplify the
signal of the watermark. To evaluate the impact of using multiple keys, we embed the StegaStamp
watermark with Key A on 50% of the training images and 50% on the other training images, resulting

in 100% watermarked data, but less overall watermark information. Our results in Table 15 show that
while the watermark remains radioactive and detectable, more samples are required for detection.
The per key signal is reduced.

Table 14: Watermark strength impacts radioactivity. We ne-tuneM, at each watermark's default
training con guration and vary the watermark's strength parameters. The reported values follow the
same format as in Table 1.

Watermark Strength (% of default)

Watermark Setting Model

25% 50%  100% (default) 150%
BitMark (5%) U?wl;g;e)revrivsiz(ejd T f%% 198
R
swenoomo SRy Sl on A am &
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Figure 7: An excessively high learning rate degrades model utility and weakens the watermark

signal, making radioactivity harder to detect.

Table 15: Reusing the same key increases radioactivity. We embed two distinct keys A and B onto
half of the training data each and compute the radioactivity. We report the stopping time following

Table 1.
Watermark Model Setting 100% Sup 100% Unsup
StegaStamp SD2.1 Single Key 46 56
Dual Key (Key A/ Key B) 90/97 101/95
StegaStamp  Inf-2B Single Key 33 34
Dual Key (Key A/ Key B) 40/ 39 44/ 43
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Table 16: The optimal number of ne-tuning epochs is setup-speci c, over-training erodes the
watermark. We ne-tune M, with each watermark’s default training con guration and vary the
number of epochs. The reported values follow the same format as in Table 1.

Number Of Epochs
1 2 4 5 10 20

Supervised Inf-2B 88 _66 136.12 — - -
Unsupervised Inf-2B 100 _78 0.13 - - -

Supervised Inf-2B 121 _50 155 - - -
Unsupervised Inf-2B 145 _65 202 - - -

Supervised sSD2.1 94 87 - 9596 101
Unsupervised SD2.1 126 137 — 20880 184

Watermark Setting Model

BitMark (5%)

SIREN (50%)

SIREN (100%)

Table 17: Ablation over effective batch size. We ne-tunil, with each watermark's default
training con guration and vary the effective batch size. The reported values follow the same format
as Table 1.

Effective Batch Size
1 4 16 64

Supervised Inf-2B 66 _66 186 67
Unsupervised Inf-2B 131 _78 205 56

Supervised Inf-2B 55 50 142 68
Unsupervised Inf-2B 89 _ 65 156 147

Supervised SD2.1 94 95105 107
Unsupervised SD2.1 108_ 208144 119

Watermark Setting Model

BitMark (5%)

SIREN (50%)

SIREN (100%)

Fine-tuning Epochs. We study the effect of the number of ne-tuning epochs on the models
radioactivity in Table 16. The results show that the epochs have very limited impact on the samples
required to stop the e-process.

Batch Size. We analyze the impact of the training batch size on the watermark radioactivity. Larger
batch sizes average the model gradients across more samples potentially diluting the watermark signal
during training. However our results in Table 17 suggest that the watermark radioactivity is mostly
robust to differing batch sizes. This indicates that the watermark signal is suf ciently detectable
across the batch of samples.

Lower Watermarking Fractions. A central question for watermarking-based radioactivity detection

is how small a fraction of watermarked data is suf cient to leave a detectable trace in the downstream
model. To probe this regime, we extend the BitMark sweep on Inf-2B to fractions below the 1%
setting reported in Table 1. As shown in Table 18, the number of samples required to stop the
e-process grows sharply as the fraction decreases, and below 1% watermark fraction in the training
data the signal is no longer signi cant under either supervised or unsupervised detection, neither at
0.1% (i.e., 5images) nor at 0.02% (i.e., 1 image). This indicates a practical lower bound, for BitMark
in this setting, of roughly 1% watermarked training data (i.e., 50 images) for reliable downstream
detection.

Bit Capacity. To evaluate the impact of the bitcapacity on the radioactivity, we perform additional
experiments using BitMark. By default, BitMark leverages a 2 bit pattern, embedding dense informa-

Table 18: Extended BitMark watermark fraction ablation. Continuation of Table 1, reporting
BitMark detection at lower watermarked-data fractions.

Fraction of Watermarked Data
0% 0.02% 0.1% 1% 5% 10% 25% 50% 100%

Supervised Inf-2B  0.28 0.15 0.19 87 66 53 52 56 37
Unsupervised Inf-2B 031 0.05 024 132 78 47 46 43 34

Watermark Setting Model

BitMark

25



Table 19: Detection performance for different BitMark payload sizes. Cells report the stopping
time (in number of paired observations) at which the e-process crossed the rejection threshold
1= =10 ° (signi cance level =10°).

Watermark Setting Model Target Model
M 2 M 3 M 4
i ; Supervised  Inf-2B 74 164 165
BitMark (2-bit)  nsupervised  Inf-2B 90 82 236

Supervised Inf-2B 86 375 454
Unsupervised Inf-2B 141 193 786

Supervised Inf-2B 215 10200.0 2670.0
Unsupervised Inf-2B 396 630 3600.0

BitMark (3-bit)

BitMark (4-bit)

Table 20: Radioactivity detection without access to the secret detector. We train a ResNet-50 on
paired clean and watermarked data. We report the results under the RADIUM setting in (). The
reporting scheme follows Table 1.

Watermark Model 25% 50% 100%
SIREN Inf-2B 271 (223) 53 (50) 37 (36)
SIREN SD2.1 616 (0.06) 544 (0.05) 51 (95)

StegaStamp  Inf-2B 244 (5.89) 107 (249) 32 (35)
StegaStamp SD2.1 2.55(0.14) 8788.36 (0.09) 35(37)
BitMark Inf-2B 99 (52) 91 (56) 31(37)

tion across the image. We extend this pattern to 3 and 4 bits respectively, resulting in more embedded
information, however it becomes less dense due to the increase in the context window size. We report
the results in Table 19, following Table 2, ne-tuniMdi.; with 5% watermarked data. As also
observed by Sander et #1], a larger context window drastically reduces the radioactivity of the
watermark.

Detection Without Key. While RADIUM is designed for watermark owners with access to the
watermark detector, we additionally evaluate the detection performance without access to the correct
watermarking key or detector. To overcome this limitation, we assume an upper bound setting, where
we have access to clean and watermarked data from the same distribution. We then train a ResNet-50
to differentiate between the clean and watermarked data, returning a score of 1 for watermarked
images and O for clean images. Our results in Table 20 show that under these strong assumptions a
blind detector can replace the original watermark detection scheme and detect the radioactive traces in
theM, model. We nd that the blind detector partially improves over the watermark owner detection,

as the blind detector is trained on a single key, whereas the watermark owner can detect arbitrary
keys.

Inheritance vs. Watermark. Our ne-tuning setting in both the single-hop as well as multi-hop
cases initializéM i1, by its predecessavl;. This opens the question, wether radioactivity in the case
ofi 2 isa property of the model weights, or a property of the data generat®t] byo evaluate

this, we trainM 3, but instead of initializing the model with its pritd , ( ne-tuned on watermarked

data fromM 1), we initialize it with the original model architectuhd ;. Our results in Table 21 show

that for both model and watermark combinations, the initialization Withhas limited impact on the
radioactivity of the watermarks (in 100% watermarked data used for ne-tuning: slightly for Inf-2B
and more for SD2.1). This is to be expected, as the model now no longer carries the initial signal it
obtained from the originally watermarked data, but still learns the weaker signal of the generations
from M,. SIREN becomes detectable, one potential reason is the limited perturbations of the images
due to re-initialization with non- ne-tuned weights. The results show that while inheritance through
initialization is one factor of radioactivity, the core impact stems from the watermark itself.
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Table 21: Radioactivity is a property of the data and the model. We initializeM 3 with the
original clean weightsM; and ne-tune on data generated byM,. We report the baseline
results from Table 2 in "()".

Watermark Model Setting M 3 100%
StegaStamp SD2.1  Supervised 42 (37)
StegaStamp SD2.1  Unsupervised 61 (42)
SIREN SD2.1  Supervised 203 (7.35)
SIREN SD2.1 Unsupervised 456 (14.74)
BitMark Inf-2B  Supervised 34 (34)
BitMark Inf-2B  Unsupervised 33(33)
StegaStamp  Inf-2B  Supervised 35(33)

StegaStamp  Inf-2B  Unsupervised 33(33)

Table 22: Detection performance for SD3.5. We traM , on different fractions of watermarked
data% generated by ;. Cells report the stopping time (in number of paired observations) at which
the e-process crossed the rejection threstsld= 10 ° (signi cance level = 10 ° ); faded cells
report the nal e-value of runs that did not reject.

Fraction of Watermarked Data
0% 25% 50% 100%

Supervised SD3.5 SD3.5 0.11 0.01 0.12 99
Unsupervised SD3.5 SD3.5 0.10 0.03 0.01 169

Supervised SD3.5 SD3.5 0.10 880 492 135

Watermark Setting M M

StegaStamp

RIVaGAN  nsupervised SD3.5 SD3.5 002 1117.07 799 179
oREN  Supervised  SD35 SD35 010 249 139 46
Unsupervised SD3.5 SD3.5 0.01 222 116 38
Supervised SD3.5 SD3.5 0.06 0.04 0.26 0.05
TrustMark — ynsupervised  SD35 SD35 001 002 002 002
BitMark Supervised  Inf-2B  SD3.5 0.10 137 48 38

Unsupervised Inf-2B  SD3.5 0.30 511 62 35

C.3 Larger Models

We additionally explore the radioactivity of image watermark on larger diffusion model architectures,
namely Stable Diffusion 3.5-medium with 2B parameters and FLUX.1-8&wjith 12B parameters.

We report our results in Table 22 and Table 23, following the convention of Table 3 and provide
the hyperparameters in Table 4. Our results show similar behavior between the two large model
architectures, with SIREN and RivaGAN being detectable when making up 25% or more of the
training data and StegaStamp being radioactive, but only under higher data fractions. TrustMark
remains non-radioactive, as we already found for In nity-2B and SD2.1. Comparing the results for
the larger DMs and SD2.1 from Table 1, we nd that the behavior of the larger models more closely
aligns to the behavior of In nity-2B, suggesting that model size could be a factor in uencing the
radioactivity of watermarks.

C.4 Watermark Control

Do we remove
this section, given

In this section we analyze the assumption that the watermarks behave the same across cle mm}g&gm
els. Therefore we perform a hypothesis test using e-processes. We nd that for two watermig&sin

KD incorporate

SIREN [23] and BitMark [17], this assumption is broken, when the architecture betiégm@ndM, | tio analze what
appens without

differ. Therefore we use the moddl, that was trained on only clean generated data and compulf@itening?
the watermark scores and compare these against the clean data generated by M
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Table 23: Detection performance for FLUX.1-dev. We traiiM , on different fractions of water-
marked dat&b generated by ;. Cells report the stopping time (in number of paired observations) at
which the e-process crossed the rejection thresheld 10 ° (signi cance level = 10 ° ); faded
cells report the nal e-value of runs that did not reject.

M, Fraction of Watermarked Data
0% 25% 50% 100%

Supervised FLUX.1 FLUX.1 005 039 79 34
Unsupervised FLUX.1 FLUX.1 0.03 0.34 103 55

Supervised  FLUX.1 FLUX.1 0.01 861 701 56
Unsupervised FLUX.1 FLUX.1 2.02 565 368 58

SIREN Supervised  FLUX.1 FLUX.1 0.06 464 77 39
Unsupervised FLUX.1 FLUX.1 0.07 786 96 39

Supervised  FLUX.1 FLUX.1 0.04 0.03 0.02 0.72
Unsupervised FLUX.1 FLUX.1 0.02 0.12 0.14 0.04

Watermark Setting M

StegaStamp

RivaGAN

TrustMark

(@ M1: Innity-2B; M3: Innity-2B, Watermark:  (b) M1: In nity-2B; M»,: SD2.1, Watermark: Bit-
BitMark Mark

Figure 8: Bias in BitMark. We nd that BitMark is slightly biased on the tested cross-architecture
distribution. While the per-sample test is still insigni cant for SD2.1 generated samples, aggregating
this bias can lead to false positive detection with our test. TODO: We should x this gure

(@ M1: Innity-2B; M3z: Innity- (b) M1: Innity-2B; M»: SD2.1, (c)M1: SD2.1;M,: SD2.1, Water-
2B, Watermark: SIREN Watermark: SIREN mark: SIREN

Figure 9: Bias in SIREN. We nd that SIREN is slightly biased on the tested cross-architecture
distribution. While the per-sample test is still insigni cant for SD2.1 generated samples, aggregating
this bias can lead to false positive detection with our test.
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