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Abstract

Text-to-image diffusion models (DMs) have
achieved remarkable success in image generation.
However, concerns about data privacy and intel-
lectual property remain due to their potential to in-
advertently memorize and replicate training data.
Recent mitigation efforts have focused on identi-
fying and pruning weights responsible for trigger-
ing verbatim training data replication, based on
the assumption that memorization can be local-
ized. We challenge this assumption and demon-
strate that, even after such pruning, small pertur-
bations to the text embeddings of previously miti-
gated prompts can re-trigger data replication, re-
vealing the fragility of such methods. Our further
analysis then provides multiple indications that
memorization is indeed not inherently local: (1)
replication triggers for memorized images are dis-
tributed throughout text embedding space; (2) em-
beddings yielding the same replicated image pro-
duce divergent model activations; and (3) differ-
ent pruning methods identify inconsistent sets of
memorization-related weights for the same image.
Finally, we show that bypassing the locality as-
sumption enables more robust mitigation through
adversarial fine-tuning. These findings provide
new insights into the fundamental nature of mem-
orization in text-to-image DMs and inform the
future development of more reliable mitigation
methods against DM memorization. Our code is
available at https://github.com/sprin
tml/finding_dori.
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1. Introduction

Generating high-quality images with diffusion models
(DMs) enjoys great popularity. However, undesired mem-
orization and verbatim replication of training data in text-
to-image DMs (Somepalli et al., 2023; Carlini et al., 2023)
poses significant risks to privacy and intellectual property,
as it can favor the unintended replication of sensitive or
copyrighted data points during inference. In response,
various detection and mitigation strategies have been pro-
posed (Somepalli et al., 2023; Webster, 2023; Wen et al.,
2024; Ren et al., 2024). Most existing mitigation techniques
either aim to identify and filter out highly memorized sam-
ples during training (Somepalli et al., 2023; Ren et al., 2024)
or modify inputs at inference time (Somepalli et al., 2023;
Wen et al., 2024; Ren et al., 2024) to reduce memorization-
induced data replication. While the training-based methods
require computationally expensive retraining, the inference-
time methods are useful deployment defenses for models
accessed via API, but do not offer permanent mitigation for
open-weight models.

To overcome both limitations, recent approaches (Hinters-
dorf et al., 2024; Chavhan et al., 2024) observe that the text
prompts of memorized images elicit distinct activation pat-
terns in the DMs. Based on these activations, the methods
prune a small set of weights, effectively reducing the risk
of verbatim data replication, while preserving overall image
quality. However, since these methods work with a single
prompt per memorized image, it remains an open question
whether they prevent the replication of memorized images
through different inputs. Fundamentally understanding how
memorization in DMs behaves requires answering this ques-
tion, which we approach by Discovery of Retained Images
(DoRI *@) beyond the prompt space by crafting adversar-
ial embeddings, i.e., text embeddings different from the
memorized prompts, that trigger generation of memorized
images. Such adversarial embeddings allow us to recover
supposedly removed memorized data after pruning (see Fig-
ure 1, left), revealing that pruning merely conceals verba-
tim memorization. Rather than being limited to a subset of
individual weights, memorization appears to be distributed
throughout the model. For a single memorized data point,
multiple adversarial embeddings can trigger its replication,
with the DM following different generation paths, see Fig-
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Figure 1. Left: @ Without mitigation, the DM closely replicates the training samp@®.Mitigation strategies, such as pruning
memorization weights with NeMo (Hintersdorf et al., 2024) or Wanda (Chavhan et al., 2024), prevent replication for the memorized
prompt, thereby suggesting successful removal. @eadversarial embeddings still trigger replication. Right: While pruning alters

the generation trajectory for the original memorized prompt (blue), adversarial embeddings steer denoising along alternative paths (red)
that still lead to the memorized content, unaffected by the pruning-based mitigation.

ure 1 (right). Similarly, the different activation patterns and 2.1. Text-to-Image Generation with Diffusion Models
memorization weights identi ed for the same memorized
image vary across different inputs that trigger its replication
further undermining the notion of locality.

Diffusion models (Song & Ermon, 2020; Ho et al., 2020)
{DMs) are a class of generative models trained by gradually
corrupting training images by adding Gaussian noise and
Informed by the failure of locality, we explore the design training a model to predict the noise that has been added.
of methods that remove rather than conceal memorizatio®nce trained, DMs generate new images by starting from
Therefore, we employ adversarial training (Szegedy et alpure noisext N (0;1) and progressively denoising it. At
2014; Goodfellow et al., 2015; Madry et al., 2018), which each time step=T;:::;1, the model predicts the noise
iteratively searches for adversarial embeddings that trigger (x.;t;y) needed for the denoising step. In the domain of
replication, and pair it with full ne-tuning to achieve reli- text-to-image generation, the denoising process is guided by
able removal of memorized data points. Our method can be text prompp, which is transformed into a text embedding
used by model developers who have identi ed memorizedy by a text encoder. We discuss more technical details on
images in already trained DMs and want to remove themtheir training in Appx. E.1.

before publishing the model, without expensive retraining.

In summary, we make the following contributions: 2.2. Memorization in Diffusion Models

De nition. In the context of generative models, memoriza-
- . . ion (Feldman & Zhang, 2020; Feldman, 2020) can manifest
1. We revgal t_hat §X|st|ng nght-prunmg methods conceags the model reproducing portions of its training data, such
memorization in text-to-image DMs rather than truly ,q closely replicating a particular individual training sample.
remove memorized individual data points from a modelSpeCi cally, verbatim memorization (VM) describes cases
when a training image is reliably generated by the model
with almost a pixel-perfect match. Template memorization

2. We challenge the assumption that memorization in DMS(TM) is a more relaxed notion, in which only parts of the im-

is local, demonstrat_ing that locality fails to,hOId .acr_ossage are closely replicated, such as the background of an im-
(1) the t_ext embeddmg space, (2) a model's aCt'Vat'Onsage or a speci ¢ object (Webster, 2023). Especially, verba-
and (3) its trained weights. tim generation of individual training data points has a detri-
mental effect on the trustworthy deployment of DMs, as it
. . . can lead to privacy leaks and copyright violations if sensitive
3. When abandoning the faulty locality a;sumpnon, We aréyng copyrighted data is included in the models' training set.
able to successfully remove memorized images from
DMs by ne-tuning with adversarial text embeddings. Memorization in DMs. Recent work has demonstrated
that DMs, especially text-to-image models (Rombach et al.,
2. Background and Related Work 20_22; Sahari_a e_t al., 2022), are prone to u.ninte_n(jed data
point memorization (Somepalli et al., 2023; Carlini et al.,
In this section, we present the core principles of text-to2023; Kadkhodaie et al., 2024; Gu et al., 2025; Chen et al.,
image generation using DMs and introduce research fd2026; Ma et al., 2025; Dar et al., 2023; Zhang et al., 2024a),
cused on unintended memorization of individual trainingraising concerns around privacy and intellectual property.
data points. We also discuss the fundamental differences b&ince then, multiple methods have been developed to de-

tween mitigating memorization and concept unlearning. tect data replication (Webster, 2023; Wen et al., 2024; Ren
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et al., 2024; Kriplani et al., 2024). While many of these techsimilarity, they pursue fundamentally different objectives.
nigues rely on the availability of training prompts to identify Concept unlearning targets the suppression of broad, high-
memorized content, another line of research detects memizvel concepts, such as nudity or speci c objects (e.g., cars),
rization even in the absence of training prompts, focusingacross all generations. In contrast, memorization mitiga-
instead on identifying speci c memorized images (Ma et al. tion (this work) seeks to remove the model's ability to re-
2025; Jiang et al., 2025). produce speci ¢, individual memorized training data points.
Mitigation. Memorization in DMs can either be prevented For example, mitigating verbatim generation.of a particu-
lar memorized image of a car to protect copyright prevents

during training or by intervening in the generation process, . odel from generating that exact image, but does not

at inference time. Existing training-time mitigation tech—affect its capacity to generate cars in aeneral. Concent un-
niques either adjust the training data by removing dupli- pactly to g 9 ) P

cates (Carlini et al., 2023; Somepalli et al., 2023) or re_Iearnlng, on the other hand, eliminates the model's ability

) . . L . to generate any car, which is undesirable when we want to
ject training samples for which the model indicates signs_.*~ o . .
L2 ] i mitigate memorization of a speci ¢ data point but leave the

of memorization (Wen et al., 2024; Ren et al., 2024; Chen . e
. L ; model unchanged otherwise. Therefore, mitigating memo-

et al., 2025). However, since re-training large DMs isex-.__ " . . - S
e . L . : rization, i.e., (verbatim) training data replication, although
pensive, inference-time mitigation strategies are crucial for . A .
d[ecepnvely similar to concept removal, needs a different ap-

already trained models. These mitigation strategies adjus roach. In the next sections, we validate this empirically
the input tokens (Somepalli et al., 2023), update the texg ) '

embeddings (Wen et al., 2024), change the cross—attentiony.ShOWIng that concept removal methods are indeed not

scores (Ren et al., 2024), or guide the noise prediction aWaswtable for mitigating the memorization of individual data

from memorized content (Chen et al., 2024). However, a"¥0|nts, which calls for stronger, tailored tools.
these methods offer no permanent mitigation, increase the ) ) L
inference time, and can easily be turned off for locally de3. Breaking Pruning-Based Mitigation

ployed models. In this section, we highlight that pruning-based memoriza-

Local Pruning-Based Mitigation. More permanent solu- tion mitigations only conceal memorization but fail to truly
tions have focused on identifying and removing the weightsemove memorized images from DMs. Speci cally, we
responsible for triggering data replication. Hintersdorf et alshow that even after applying these mitigations, we can still
(2024) developed NeMo, a localization algorithm to detectrigger the generation of memorized images through care-
memorization neurons within the cross-attention value layfully crafted adversarial text embedding. This reveals that,
ers of DMs, of which all weights are pruned. More speci - despite the apparent mitigation of memorization under stan-
cally, NeMo rst conducts an out-of-distribution detection to dard textual prompts, the underlying memorized images per-
identify neurons with high absolute activations under memsist in the model weights.

orized prompts and reduces the set of identi ed neurons

by checking their in uence on data replication individually. 3.1. DoRl with Adversarial Text Embeddings

Similarly, Chavhan et al. (2024) applied Wanda (Sun et aI.T i o o
2024), a pruning technique originally developed for large 0 demonstrate that pruning-based memorization mitigation

language models, to locate and prune individual weightStrategies (NeMo and Wanda) fail to truly remove memo-
in the output fully-connected layers of transformer blocks/12€d images from DMs, we develop a novel approach for

responsible for memorization. Wanda identi es Weightsgenerating adversarial text embeddings that can trigger the

by their weight importance, computed as the product peverbatim reproduction of supposedly removed memorized

tween the weights and the activation norm. The method thef{ata points. Instead of relying on natural-language prompts,
prunes the top k% of weights with the highest importancaVe Use unconstrained continuous optimization in the text

scores compared to scores computed on a null string. WhilgMPedding space to uncover triggers capable of reconstruct-
both methods successfully avoid data replication triggered'd memorized images, even after a mitigation has been ap-
by memorized prompts, it remains open whether the memdied. The existence of such adversarial triggers reveals that

rized data points are successfully removed from the modef’€morized content is still encoded in the model weights
and can be verbatim extracted, which poses a signi cant pri-

Memorization Mitigation vs. Concept Unlearning in  vacy and copyright risk, especially for open-weight models.
DMs. Apart from the localization-based memorization mit-

igation techniques, one of the few approaches that try t§0rmally, letXmem be a known memorized image and
remove information from DMs' weights are concept un-Ymem the text embedding for its prompt. After weight prun-

learning methods (Gandikota et al., 2023; Kumari et al.ing using NeMo or Wanda, the model no longer replicates
2023; Zhang et al., 2024b) that are used for content modefmem When conditioned 0§ mem , giving the impression

ation. Although these methods bear some methodologicd{!at memorization has been successfully removed. To ver-
ify removal, we optimize an adversarial embedding,
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initialized withymem , Using gradients of the standard diffu- Table 1. Prleing-based mitigation of memorization is vulnera-
sion lossL (see Eq. (3)), with learning rateover multiple /€ ©© DORI's  adversarial embeddings.

stepsi as: Setting #SSCRyig #MR
) L) Memorized Prompts 0:90 0:04 0.98
Yaow =Yaa ©yg L0memi Y aa it waw ) (D) g Prompts 0:17 0:05 0.00
where -y are parameters of the DM after applying Non-Memorized Prompts + 0:48 0:06 0:00
NeMo or Wanda to mitigate replication &f,em . Our goal NeMo (Hintersdorf et al., 2024)  0:33 0:18 0.20
is to nd a nal adversarial embedding,q, that consis- NeMo + 0:91 0:03 0:99
tently triggersxmem , regardless of the initial noise, sowe “\yanda (Chavhan et al., 2024) 0:20 0:08 0.00
re-sample the noise N (O; I) at each optimization step.  \Wanda + 0:76 0:05 0:72

Similarly, we re-sample the timestepsU(1; T) to ensure
thaty gy reliably triggersx mem during the iterative denois- feature extractor commonly employed to detect and quan-
ing generation process of the DM. A detailed formulationtify copying behavior in DMs. To evaluate replication, we

of the optimization procedure is provided in Algorithm 1 de ne SSCDyyig as the cosine similarity between SSCD fea-
in Appx. F. ture embeddings of generated images and their associated
training image. Values abov&7 indicate that the memo-

For comparison, we also evaluate UnIearnlefAtk (Zhangrlzed image is successfully generated (Wen et al., 2024). We
et al., 2024c), a state-of-the-art method designed to re- . ; . .

: . also quantify the number of images that remain memorized.
trigger forgotten concepts in the context of concept unlear

ing. As established above, concept unlearning fundamenr11--0 this end, we de ne Memorization Rate (MR) as the ratio

. Lo of memorized images that the model can still replicate, i.e.,
tally differs from the challenge of removing individual mem- . )
. o . those achieving aBSCDyig score above@:7for at least one
orized training examples, yet UnlearnDiffAtk represents the . .
. . . . of the ten generations, sampled from different random seeds.
closest available baseline and is therefore included for com-
pleteness. Our results (see Appx. G.1) show that Unlearidversarial Embedding Optimization: We initialize the
DiffAtk fails to re-generate memorized images following adversarial embeddings with the original text embeddings
pruning-based mitigations. This highlights both the particu-of the prompts for the memorized images. We then opti-
lar challenge of showing the limits of pruning-based memomize each embedding f&0 steps with a learning rate of
rization techniques and the necessity of our adversarial opt®:1 using Adam (Kingma & Ba, 2015) and a batch size3of

mization strategy, which enables analysis beyond what wadé/e perform50 update steps foboRI to ensure that only

possible with prior methods. truly memorized content will be replicated through adversar-
ial embeddings. In Figure 2a, we con rm that indeed with
3.2. Experimental Setup that setting the model does not signi cantly generate non-

. i , .. memorized images, with an MR of only02 Conversely,
We begin by de ning the. experimental setup used in thisomorized images are easily generated even after one op-
and the subsequent sections. timization step for NeMo (MRD:73). Figure 2b shows a
Models and Datasets: We focus our investigation on Stable Signi cant qualitative difference in the behavior DRI
Diffusion v1.4 (Rombach et al., 2022) and a sets60  between memorized and non-memorized images. For mem-
memorized prompts (Wen et al., 2024; Webster, 2023) fronPrized content, after ten embedding optimization steps, the
the LAION-58 (Schuhmann et al., 2022) training datasetcontent already closely resembles the original image. For
in line with previous research on memorization in text-to-non-memorized content, however, even after 50 steps, there
image DMs (Wen et al., 2024; Ren et al., 2024; Hintersdorfare clear conceptual differences between the original and the
et al., 2024; Chavhan et al., 2024). More recent DMs ard@lenerated images. We provide additional qualitative compar-
trained on more carefully curated and deduplicated dataset§ons in Figure 10. We extend our analysis and further mo-
which reduces the amount of memorization, as discusselvate our selection of the threshold %@ steps in Appx. F,
in previous work (Somepalli et al., 2023; Webster et al. where we show that to reliably replicate an arbitrary (non-
2023). Therefore, Stable Diffusion v1.4 is the only existingnemorized) image, it is necessary to perform over 500 steps
model for which a known comprehensive set of memorizedith DoRl, i.e., 10 times more than in our setting.
prompts is publicly available. As a result, it is currently not
possible to conduct comparable memorization studies oR.3.Pruning-Based Mitigation Methods Conceal but Do
other models. In the main paper, we focus on VM prompts ~ Not Erase Memorized Images from DMs

as they_rfapresent the most critical form of memt_)nzatlon, bLItOur analysis in Table 1 highlights that NeMo and Wanda
we additionally include results for TM prompts in Appx. H. L 2 ! :
prevent training data replication only in the text space, i.e.,

Metrics: Following prior work (Wen et al., 2024; Hinters- breaking the mapping from the prompt to the corresponding
dorf et al., 2024), we employ SSCD (Pizzi et al., 2022), amemorized image, but do not remove the memorized images

4
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(a) Memorization Rate comparison between memorized and nofk) Qualitative comparison between memorized and non-
memorized images. memorized images.

Figure 2.DoRI's  adversarial embeddings do not trigger replication of non-memorized images. Memorization Rate (left) quickly
spikes for memorized images, while it remains at O for non-memorized images. Similarly, after 50 optimization steps, memorized images
are replicated with almost pixel-perfect precision, while non-memorized images become only semantically similar (right).

from the DM. As shown in the rst row of Table 1, verbatim on the number of steps required to yield adversarial embed-
memorized prompts trigger the replication of the memorizeddings, nding that in most cases, signi cantly fewer than 50
training images in the original DM (Memorized Prompts).steps are already suf cient to identify embeddings that cir-
In contrast, image generations for non-memorized traininggumvent the mitigation methods. We also experiment with
prompts (2nd row) show no signs of memorization. Evenincreasing the strength of NeMo and Wanda to test if they
when applyingdoRI, our adversarial embedding optimiza- become resilient tboRI . For the former, we iteratively in-
tion, indicated by in the table, the resulting metrics sug- crease the set of pruned weights based on new adversarial
gest no close data replication for non-memorized prompt&mbeddings (see Appx. H.7), and for the latter, we simply
This nding is particularly important for the validity of our prune 10% of weights, instead of 1% (see Appx. H.6). In
investigations, as it con rms that our adversarial embedthese settings, Wanda successfully removes memorization
ding optimization method speci cally targets memorized but at substantial damage to the DM's generative capabilities
content and does not falsely report memorization for non{see Appx. H.8), while NeMo remains non-robusDioRI .
memorized data. We explore adversarial embeddings in the

context of non-memorized data points in Appx. F.1. 3.4. Generalization to Other Models

Applying NeMo (third row) or Wanda (fourth row), respec- To verify the generalizability of our claims, we evaluate Sta-
tively, substantially reduces training data replication as reple Diffusion v2.0 with a subset of the prompts from Web-
ected by loweredSSCDRyrig and MR scores in contrastto  ster (2023), consistent with the setup in Ren et al. (2024).
the original DM. At rst glance, both methods appear effec-First, we perform Itering of the original images to identify
tive at mitigating the replication of memorized data points clearly memorized image-text pairs (see Appx. H.9 for de-
as also visualized in Figure @). However, blocking repli-  tails). Then, we apply NeMo and Wanda to mitigate mem-
cation from the original prompts does not imply that the in-orization, similarly as for SD-v1.4, and then evaluate the
dividual memorized images have been removed from theobustness of these pruned models agdbust| using the
model, as shown in rows marked with and Figure 1@).  same parameters as in Sec. 3.2. In Table 2 (and Table 14)

These results suggest that pruning-based methods IiREE observe similar beh_avior_: pruning-based mitigation fails
NeMo and Wanda primarily conceal memorization rather© fully remove memorized images from the model.

than eliminate it. Also for TM results, reported in Appx. H.3,

we observe increased replication of memorized training datd@able 2. Pruning-based methods fail for Stable Diffusion v2.0.
yet SSCD-based metrics fail to correctly quantify this type Setting #SSChRyig  #MR

of replication due to their non-semantic variations in gens= X
erated images. Overall, these results suggest that prunionemor'Zed Prompts 0:77 0:04 1.00
based memorization mitigation prevents the replication of NeMo (Hintersdorf et al., 2024) 0:23 0:07 0:06

memorized images via the text space but leaves the memoNeMo + 0:87 0:02 1.00
rized images intact internally in the DM. Wanda (Chavhan et al., 2024) 0:09 003 0.00
Ablations. We conduct a sensitivity analysis (Appx. H.3) Wanda + 0:70 0:04 0.53
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4. The lllusion of Memorization Locality

Our analysis in the previous section revealed that pruning-

based memorization mitigation methods fail to remove mem-

orized images from DMs, at least without compromising

overall generation quality. This suggests that their underly-

ing assumption of localized memorization is awed. In this

section, we provide multiple lines of evidence that memo-

rization in DMs is indeed not inherently local. Speci cally,

in Sec. 4.1, we show that replication triggers for memorized

images are widely distributed in the text embedding space,

in Sec. 4.2, we demonstrate that distinct embeddings produc-

ing the same memorized training image can induce diver-

gent model activations, and in Sec. 4.3, we nd that different

pruning methods identify inconsistent sets of memorization-

related weights for the same image. Finally, in Sec. 4.5

we demonstrate that abandoning the locality assumption efiigure 3. Data replication triggers are widely and uniformly

ables more robust mitigation through adversarial ne-tuning Scattéred in the text embedding space.

paving the way towards novel methods that truly mitigate

memorization of individual data points in DMs. Additionally, we compute pairwise L2 distance in the em-
bedding space for (1) random initializatioN (0; 1) ), (2)

4.1.Triggers are Not Localized in Text Embedding Space adversarial embeddings optimized fro{0; I) , (3) em-

ings of non- i 4 -
In the previous section, we demonstrated that pruning-basegi:ggllngrigegg?ngnsegnriiri?zdezr?rrg;ﬁ&mem )T (g ()) l?rd\s/ﬁ:-
onmem -

memorization mitigation methods (NeMo and Wanda) Canprise, the adversarial embeddings that trigger generation of

be brc:ﬁen b_y pptllrrglz[ng adversantal zmbeddmgsr:mt'ilﬁidthe same memorized samples appear to be more spread out
hear the original training prompt. Here, we show that y,,, randomly initialized embeddings, and are also more

triggers in the embedding space do not need to lie close to g‘pread out than embeddings of non-memorized prompts, as
memorized image's prompt: even adversarial embedding is visible in Figure 4 '

initialized at random, distant positions in the text embedding

space can still reliably trigger replication of memorized Our results are related to (Zhang et al., 2026), which sug-
images after optimization with DoRI. gest that memorized images induce characteristic “spiky”
. . . activations, providing another intuition for why triggers in
To |IIL_Jstrate this, we c_onstruct a S.Et of .100 adversarial Mhe text-embedding space are abundant: the conditioning
beddmgg,Yad.\, fora smgl_e m.er.norlz(eogj image, where each does not need to be exact as long as it steers generation to-
embedding is randomly initializedz,g, N(0;1) . A \yard the memorized internal state.

ter optimizing each embedding for 50 steps in accordance

with the procedure describe_d in Sec_. 3.1, we _show that EVETY 2.Different Triggers and Activations, the Same Image

run produces a generated image highly similar to the mem-

orized sample (all wittBSCDyig scores clearly exceeding Next, we examine internal model activations to assess
0:7). Despite their consistent success at replication, the opvhether replication triggers for memorized images are also
timized adversarial embeddings remain widely dispersed imlispersed at the level of network activity. For xed input
the embedding space and retain a distribution similar to theinoise, we expect that activations should vary depending on
random initializations, as visualized by the t-SNE (van derthe guiding text embedding. This analysis is essential, as
Maaten & Hinton, 2008) plot in Figure 3. This result further pruning methods like Wanda and NeMo select candidate
refutes the assumption of input space locality. weights for removal based on activation patterns, treating

. S . these as per-weight importance metrics. If different adver-
0 -
We repeat the experiment by initializindy), with embed sarial embeddings that trigger the same image yield distinct

dings of 100 randomly se_lected, r_lon-memorlzed prompt%ictivations, these methods may prune inconsistent sets of
Ynonmem - Results from this experiment, presented in Fig-

ure 12a (see Appx. J.1), draw a similar picture of evenl weights, further undermining the assumption of locality in

y . .
- o ; memorization.
distributed replication triggers. Both results clearly demon-

strate that replication of memorized images can be triggeredo quantify activation variability, we introduce a discrep-

virtually from all over the embedding space, taking awayancy metric, de ned as the mean pairwisedistance be-

the illusion of local memorization triggers. tween activations in a given layer across different input em-
beddings during the initial denoising step. To ensure a fair
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Figure 5. Diverse activations refute locality. Although adversar-
ial embeddings trigger the same image, their activations exhibit

Figure 4. L2 distances of input embeddings within set dl00ran- high discrepancy.

dqm embeddingsN(0; 1) ), set of adversarial embeddings opti-
mized fromN (0;1) (second box from the leftl,00randomly se-  ken down by ResNet, Self-Attention, and Cross-Attention,

lected non-memorized promptgbnmem ) @and adversarial embed- . g ; ;
dings optimized frony enmem (folirth box from the left). We ob- yleldl_st similar reiults_, prowdmg futr_ther evidence against the
serve that after optimization, the adversarial embeddings are morlé’Cal Ity assumpuon in memorization.

spread out in the text embedding space than their initial points.
4.3. Images are Not Memorized in a Subset of Weights

While high discrepancy scores suggest that different subsets

_comparlson,_the Input noise Is X?d while only the guid- of weights contribute to data replication, we further assess
ing adversarial embedding is varied. The exact formula;

tion is provided in Eq. (6) (see Appx. J.2). We computethe consistency of pruning-based mitigation methods across

discrepancies for two embedding se¥sy, . comprising adversarial embeddings for the same image. Since NeMo

100 adversarial embeddings for a single memorized imag%md Wanda select weights for pruning based on activation

(from Sec. 4.1), andmen . containing 100 text embed- patterns, we expect the identi ed sets of weights to vary

dings of randomly selected prompts associated with di1"fer\f\"th different adversarial triggers.

ent memorized images. Since replicating different imagedo quantify this, we de ne a weight agreement metric as the
should produce more varied activations, we expect higheintersection over union of weights identi ed for pruning by
discrepancies fo¥mem embeddings and lower, more con- NeMo or Wanda between two adversarial embeddings, aver-
sistent values for ¥, adversarial embeddings. aged across all pairs. Higher values indicate greater overlap
nOlof the identi ed weights. The metric's formal de nition is

We analyze activations from the layers where NeMo a . . )
Wanda gperate speci cally, the \)//alue layers of crossJVen N Eg. (7) (see Appx. J.2). Weight agreement is set to

attention modules for NeMo and the second linear Iayer%c')rreeﬁ:]eesre;rzgge: dl?r?;;cgogvisgr??é;e?o weights are selected
of the transformer blocks' two-layer feed-forward networks '

for Wanda. In total, we compute activations for seven crossAs shown in Figure 6, the overlap in identi ed weights for
attention modules, indexed from 1 to 7, spanning the threadversarial prompts i¥,q, is limited: Wanda's agreement
Down blocks (indices 1 to 6, each block has two modulesyemains below 0.6 for most layers, while NeMo exceeds 0.8
and the Mid block of the DM's U-Net (Ronneberger et al., exceptin the rst layer, where the overlap drops to about 0.6,
2015), following the setup of NeMo. similar to results for the set of diverse memorized prompts

- - . Ymem - Notably, this high agreement in deeper layers is
Surprisingly, as shown in Figure 5, the discrepancy arnongnainly due to NeMo attributing most memorization-related

activations for adversarial embeddingsvigy, is compa- weights to the rst layer, as further visualized in Figure 7

rable to that for randomly selected memorized prompts inIn Sec. 4.4. Despite appearing more stable. iterative prunin
Ymem - This nding indicates that different adversarial em- o P pp 9 ' P 9

beddings, even when generating the same image, cause Ix_penments (see Appx. H.7) reveal that NeMo still identi es

. o o . ifferent weights for different adversarial embeddings after
tinct activation patterns, contradicting the expectation thata _~. ;

o - 2 , previous weights are pruned.
common output implies similar activations. While Wanda
shows slightly reduced discrepancy 164y, , the variability  Crucially, the weight agreement among adversarial embed-
remains substantial, suggesting each adversarial embeddimgngs inY,q, is comparable to that among distinct mem-
invokes a unique activation pattern. Extending this analyerized prompts it¥ nem , reinforcing the nding that both
sis to all U-Net layers (see Figure 13 in Appx. J.3), bro{pruning-based approaches struggle to consistently localize
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4.5. Robust, Non-Local Mitigation Method

The consistent evidence against memorization locality from
the previous sections suggests that memorization removal
in DMs cannot be achieved by targeting just a subset of
weights. Instead, our ndings point to the need for mitiga-
tion strategies that operate at the level of the entire model.
To verify this, we evaluate a simple but powerful method:
adversarial ne-tuning, where all model parameters are ad-
justed to remove memorized content.

Approach. We employDoRI (Sec. 3.1) to generate multi-
ple adversarial embeddings for each memorized image and
ne-tune the DM in an adversarial manner, inspired by ad-
Figure 6. Locality fails in the model's weights. Large activation versarial training (Szegedy et al., 2014; Goodfellow et al.,
discrepancy (Figure 5) results in low weight agreement, furthe015; Madry et al., 2018). During training, adversarial em-
undermining the idea that weights responsible for replicating &, 4gings should produce images that are semantically close
memorized image can be pinpointed and pruned. . . L
to the memorized samples, but not exact replicas. To facili-
the weights responsible for memorization. This further chaIIate this, we rst craft a sgt of surroggte imagesobtained
lenges the locality assumption and underscores the limit a4 p_romptlng th(_a.DI\/.I with memorized prgmpts under a
tions of such memorization mitigation strategies. prunmg—baspd mitigation. _These surrogate images re_semple
the memorized samples in content and style, yet differ in
their details, ensuring they are no replications (see Appx. 1.2
for visual examples). In addition, at each ne-tuning step,
we iteratively collect a set of adversarial embeddings
We examine the behavior of pruning-based methods througthat trigger replication of the memorized images. We then
the lens of their weights selection. To this end, we computene-tune the DM on a mix of these surrogate images and
these weights for all VM samples, separately for each memadversarial embeddings with a loss de ned as:
rized image, and compute the average percentage of selected
weights in which layer. In Figure 7 we show that NeMo tend ~ Ladv (®o; ;Y aav;t; ) =K (Rt tyan) k3. (2)
to identify memorization weights only in four out of seven ) o
layers. This result explains high weight agreement in layd N€ 10Ss encourages the model to avoid replicating the mem-
ers two, six, and seven in Figure 6, since when no weight§ized training image triggered by the adversarial embed-
are identi ed in a layer, we set agreement to 1. Results foding. Inst.ead, it guides generation toward th(? surrogate im-
Wanda contrast with the results for NeMo, as it nds traces29€S, Which preserve the semantic content without being ex-

of memorized content also in the deeper layers of the modefCt Copies. Using a diverse set of surrogate images ensures
that no new memorized image is inadvertently introduced

into the DM. In addition, we use the standard diffusion loss
Lpm de ned in Eq. (3), to train on non-memorized image-
captions pairs from the LAION (Schuhmann et al., 2022)
dataset, to preserve the model's general utility. The nal
optimization loss it = L py + L agv - An algorithmic de-
scription of our adversarial ne-tuning method, as well as
the full setup, is provided in Appx. I.

4.4. NeMo and Wanda Identify Memaorization Weights
in Different Layers

Results. We nd that our adversarial ne-tuning proce-
dure quickly removes memorized content. Table 3 (bottom
row) presents the evaluation results after ne-tuning for ve
epochs. The results show that adversarial embeddings can
no longer trigger data replication (except for a single, highly
duplicated training sample), demonstrating a permanent mit-
igation relative to pruning-based methods. At the same time,
Figure 7. Memorization weights per layer. We observe that for the model's utility is preserved: the FID score improves
NeMo, no weights are identi ed to prune in layers two, six, and from 14.44 to 13.61 after ne-tuning, suggesting no harm
seven. Conversely, Wanda ags memorization weights in all layersio the image quality, as extended results in Table 5 (see
Appx. G) show. We provide comprehensive analyses of the
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Table 3. DoRI against ne-tuning removal. Applying Concept Unlearning. Finally, for completeness,
we also evaluate ESD (Gandikota et al., 2023) and Concept
Method #SSCRyig #MR Ablation (Kumari et al., 2023), state-of-the-art concept un-
ESD + 0:90 0:04 0.98 learning methods for DMs. As discussed in Sec. 2, concept
Concept Ablation + 0:91 0:04 0097 unlearning successfully targets the removal of broad, high-
SISS + 0:60 0:22 0.39 level concepts from generative models, such as style or en-

tire object categories, but it is not designed to remove spe-
ci ¢, individual memorized data points, which is the goal of
memorization mitigation. Nevertheless, as the closest avail-
parameters and performance of the method in Appx. I. Thesable baselines from concept unlearning, we include these
results indicate that even a single ne-tuning epoch substarapproaches in our evaluation.

tially reduces memorization and can prevent data repIicaAS shown in Table 3 (top two rows), and Table 5 (see

tion in most cases. We also experimented with ne-tunmgApr. G.2), both methods fail to reliably prevent the repli-

the DM with LoRA adapters (Hu et al., 2022), but found it~ ™" . .
T o cation of memorized data when confronted with adversar-
unsuccessful in mitigating memaorization, further underscor-

. ) g o : ial trigger embeddings. We hypothesize this is because
ing that effective memorization mitigation requires global ) .

. these methods rely on a single prompt, or its augmented
model adjustments.

versions, as a replication trigger, which is insuf cient for
Baseline. We compare our method with the state-of-thethorough memorization mitigation, as we already demon-
art ne-tuning approach for data point unlearning in DMs, strated in Sec. 4.1. We extend the discussion and experimen-
namely SISS (Alberti et al., 2025), which aims to removetal setup in Appx. G.

a speci ¢ (not necessarily memorized) image from the pre- N .
trained DM. We remove a single image from the U-Net byOverall, our results highlight that existing concept and data

. . unlearning methods are ill-suited for mitigating memoriza-
performing 35 update steps. For each image, we start frornOn Althouah concept unlearning methods can sUDDress
the original DM, following the default setting for SISS. We ' 9 b 9 bp

describe SISS and its setup in Appx. E.2. While our resultsbroad categories, they fail to reliably eliminate memorized

in Table 3 show that it successfully droBSCDyyy below content. Similarly, the current state-of-the-art data unlearn-
the memorization threshold 6f7, we note that gISS fails ing method (SISS), which claims to be effective at remov-

. S ing memorized images, also remains vulnerable to adversar-
to remove 39% of memorized samples, as indicated by the 9 g

memorization rate (MR). This highlights that the method isIal embeddmg;. Moreover, V.Vh”e eX|st|ng.m|t_|gat|on meth-
A . Y . . ods are effective at preventing data replication when trig-
still limited for the reliable mitigation of memorized images

when faced with adversarial embeddings. gereq from the prompt space, fully removing memorization
requires novel approaches. Such methods must abandon the

Results for Stable Diffusion v2.0. In Sec. 3.4 we show that locality assumption in input and weight space, and operate

also for a more advanced model, i.e., Stable Diffusion v2.Qlobally, for instance, through adversarial ne-tuning with

the pruning efforts fail to remove memorized images. Wemany triggers, as in our approach.

test if our mitigation also works for this model. To this end,

we apply it to the model using the same hyperparameterg_ Discussion and Conclusions

as for SD-v1.4, i.e., 5 epochs of ne-tuning wiboRlI

embeddings obtained for the models' memorized image§Ve show that locality of memaorization in text-to-image

Then, we test if the ne-tuning mitigation is successful DMs fails to hold upon closer examination, as we nd no

using ourDoRI. In Table 4 we show that our ne-tuning evidence for it in the text embedding space, DM's activa-

strategy provides a substantially more robust mitigatiortions, and weights. Pruning-based methods, which rely on

than NeMo and Wanda, re ected in a signi cantly lower locality, can suppress the generation of memorized training

memorization rate (MR), while preserving overall imageimages when prompted with the original captions, but do

quality (see Appx. H.9 for more details). not remove them from the model. In particular, these im-
ages can still be reliably regenerated using diverse adversar-

Table 4. Our mitigation successfully removes memorized im- ial embeddings. Instead, abandoning the locality assump-

Our Mitigation + 0:36 0:14 0:02

ages from Stable Diffusion v2.0. tion points toward methods that truly remove memorized
- images, such as adversarial ne-tuning, and opens a path
Setting #SSCRyig  #MR for future work on robust memorization mitigation. More
NeMo + 0:87 0:02 1:00 Eroadl;l/, oturdresu!ts tsz_ggest thatl_reli_abli mitigatiorlr:];hottrj]ld
. ) . e evaluated against diverse replication triggers, rather than
Wandg _+ ) 0:70 0:04  0:53 only against the original training captions.
Our Mitigation + 0:14 0:06 0:06
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A. Limitations

Our analysis of the locality of memorization within model parameters focuses on a selected subset of layers. While it is
possible that signs of locality may also be present in other components—such as self-attention mechanisms or convolutional
layers—we chose to concentrate on the layers where existing mitigation methods are typically applied and where initial
success in suppressing replication has been observed. This targeted approach allows us to provide concrete and meaningful
insights into the locality hypothesis. Notably, to our knowledge, no current methods explicitly aim to identify memorization-
related weights outside the studied layers. Furthermore, supporting evidence from the NeMo paper (Appendix C.9) indicates
that pruning convolutional layers does not effectively reduce memorization, suggesting that our chosen focus captures the
most relevant regions for intervention.

We focus our research only on one model, Stable Diffusion v1.4, since only for this DM a set of memorized images is
currently known. We acknowledge that such a narrow scope limits the generalizability of our results. However, we would like
to point out that other works successfully advanced the understanding of memorization by analyzing Stable Diffusion v1.4.

We designedoRI solely as an assessment tool for analyzing the phenomenon of memorization in text-to-image DMs,
and not as a real-world attack against DMs. We acknowledge that, in some scebaRbds;ould be misused to elicit
replication of suspected memorized image by a malicious third-party. Yet, such scenarios are highly unlikely, since the access
assumptions for DoRl, i.e., the full access to the model's weights and code, are very strong, and hard to meet in practice.

Additionally, we recognize that our adversarial ne-tuning method for removing memorized content involves a higher
computational cost compared to pruning-based approaches. This is due to the need for generating adversarial inputs, creating
surrogate samples, and extending the ne-tuning dataset with non-memorized data to preserve utility. We see this as a
valuable trade-off, as our method offers the rst reliable and permanent mitigation that truly removes memorized images
from the model. Nonetheless, we believe there is substantial potential for future work to build on our ndings and develop
more ef cient mitigation strategies that retain our method's effectiveness while reducing computational overhead.

We acknowledge that pruning-based methods already provide a useful rst layer of protection in the natural prompt space,
suppressing replication for the original memorized prompts. However, our paper studies a stricter objective: whether
a memorized training example is actually removed from the model rather than merely hidden. This distinction matters
particularly for open-weight models, and more broadly for privacy-, copyright-, and deletion-oriented settings, including
scenarios motivated by the GDPR “right to be forgotten”. Our results expose exactly this gap: after pruning, the original
prompts no longer replicate the memorized imagesPgd| can still recover them from the same xed model, indicating

that the memorized content remains encoded in the weights. FurthermoreDsiRtéehaves very differently on memorized
versus non-memorized images (see Appx. F.2), residual recoverability may itself constitute evidence of whether a speci ¢
data point was used during training, with implications for membership inference.

Our work is related to Relearning Attacks (RA) (Hu et al., 2025), which similarly demonstrate that unlearning and
memorization mitigation methods fail to fully remove data points from models. The key distinction lies in the mechanism:
RA shows this by updating the model's weights, by relearning from data related to the removed exBoRlesn the

other hand, probes the model without modifying its weights at all. RA aims to “relearn” the removed data points through
gradient updateoRI constructs inputs that cause replication of memorized images from a xed, unmodi ed model. This
makesDoRI a strictly diagnostic tool, as it reveals that memorized content remains in the model without requiring access to
related training data or performing any weight updates. Finally, our adversarial ne-tuning mitigation is robust to simple
post-hoc ne-tuning on non-memorized images. After such additional ne-tuning, the memorization rate remains at 0.03,
indicating that the removed images do not readily resurface under conditions similar to RA.

B. Hardware and Software Details

We conducted all experiments on NVIDIA DGX systems running NVIDIA DGX Server Version 5.2.0 and Ubuntu 20.04.6
LTS. The machines are equipped with 2 TB of RAM and feature NVIDIA A100-SXM4-40GB GPUs. The respective CPUs
are AMD EPYC 7742 64-core. Our experiments utilized CUDA 12.2, Python 3.10.13, and PyTorch 2.2.0 with Torchvision
0.17.0 (Paszke et al., 2019). Notably, all experiments are conducted on single GPUs.

All models used in our experiments are publicly available on Hugging Face. We accessed them using the Hugging Face
diffusers library (version 0.27.1).

To facilitate reproducibility, we provide a Docker le along with our code. Additionally, all hyperparameters required to
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reproduce the results presented in this paper are included.

C. Model and Dataset Details

Our experiments primarily use Stable Diffusion v1-4 (Rombach et al., 2022), which is publicly availdiilgst
/Ihuggingface.co/CompVis/stable-diffusion-v1-4 . Comprehensive information about the data, training
parameters, limitations, and environmental impact can be found at that URL. The model is released under the CreativeML
OpenRAIL M license.

The memorized prompts analyzed in our study originate from the LAION2B-en (Schuhmann et al., 2022) dataset, which
was used to train the DM. We use a set of memorized prompts provided by Wen et al}(202#)denti ed them using the
extraction tool developed by Webster (2023). The LAION dataset is licensed under the Creative Commons CC-BY 4.0. As
the images in the dataset may be subject to copyright, we do not include them in our codebase; instead, we provide URLs
that allow users to retrieve the images directly from their original sources. For performing our ne-tuning-based mitigation
method, we furthermore downloaded 100k images from the LAION aesthetics dataset, a subset of LAION5SB.

D. Declaration on Large Language Models' (LLMs') Usage

LLMs were only used to assist in writing (grammar check, phrasing), and to implement boilerplate, repetitive code for data
processing and visualizations. No novelty of our work came from an LLM assistant. All new ideas and methods described
in the paper are developed by the authors without the assistance of any Al system.

IAvailable at https://github.com/YuxinWenRick/diffusion_memorization.
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E. Extended Background
E.1. Text-to-Image Diffusion Models

We present the technical details of DM training: Buring traFi)ning, atimestép(1; T) and a noise vector N (0O; 1)

are randomly sampled to create a noisy image =~ (xgo+ 1 { based on the training imagg. The amount of
noise added is controlled by a noise schedulefor which there are multiple choices (Song & Ermon, 2020; Nichol &
Dhariwal, 2021; Kingma et al., 2021; Karras et al., 2022). The training objective for the noise predigdhen to predict

the noise that has been added:
L(x 0 ;y:t ) =k Xiity)k3: €)

Training and generating samples with DMs can be computationally expensive. The latent DM framework (Rombach et al.,
2022) reduces this burden by operating in a lower-dimensional latent space instead of the pixel space. This latent space is
learned by a separately trained variational autoencoder (Kingma & Welling, 2014; VVan Den Oord et al., 2017) that encodes
images into compact representations and decodes generated latents back to the image space.

E.2. Subtracted Importance Sampled Scores (SISS)

Alberti et al. (2025) propose a novel data unlearning method, which aims to remove arbitrary images from the DM, while
retaining overall generative capabilities. They perform a full ne-tuning on the U-Net, with minimization objégtive) ,
de ned as:

) n g(mejx) my tX )
B 00 For B i) 5@ Jqm b0+ aim a) med
(i) F @
g(mgja mq ta
1+s - - mi;t
@+ T @ am o+ am g a9

HereX denotes the subset of the DM's training data of siz& X a set of images to unlearn of sikeq (m¢jx;a) :=

(@ H)gm jx)+ q(m ja) is a mixture distribution—a weighted average of data dengitiesjx) andq(mja) param-

eterized by 2 [0;1] , and { and ; are the DDPM (Ho et al., 2020) forward process parameters at timestep ()

provides a middle ground between naive deletion, i.e., ne-tuning onB{ @A , and NegGrad (Golatkar et al., 2020),

which performs gradient ascent 8n but is known for its instability. Parameter with the default value 0®:5in their work

regulates how much SISS resembles the former and the latter removal methods. To increase the strength of the method, a
superfactor hyperparameter s > 0 is introduced.

For SISS to work we need an access to the subset of the training data X, and images to remove A.

Applying SISS to Memorization Mitigation is straightforward. We use the default setting speci ed in the paper for Stable
Diffusion v-1.4, i.e., we apply SISS on a single memorized image at a time. Authors provide aetb for a small

subset of 33 VM images they attempt to remove from the DM in their work. We extend them to the remaining VM samples
for a fair comparison with other methods. Speci cally, following their approach we add random tokens to the memorized
prompt and generate 128 images from the original DM, wieveould consist of replicas of the memorized image, while

X would contain the remaining (non-memorized) images. We note that the method employed by the authors (originally
proposed by Wen et al. (2024)) is unreliable in creating prompts that can generate both novel and memaorized images, and
for 9 of the memorized samples we fail to craft such (partially memorized) prompts even after varying the number of added
tokens. Effectively, 9 out of 112 VM images remain in the model, since we are not able to provide the SISS method with the
necessar)X andA sets. Notably, th&X set is akin to set of surrogate samples used in our mitigation method, which we
obtain reliably with a weak, pruning-based removal method (NeMo).

Once we have accessXoandA, we run SISS with the default hyperparameters for 35 update steps, with learning rate
of 10° , batch size of 1 and gradient accumulation of 16. For each image we start from the original U-Net, following the
setup in the original work. We note that such a setup has a limited applicability in the real-world use-cases, as some DMs
(speci cally: SD-v1.4) may memorize more than one image.
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F. Additional Details and Experiments on Adversarial Embedding Optimization

In the following, we elaborate on the design of the adversarial optimization Eq. (2) used toyhtaio trigger generation

of X mem . First, we provide the algorithm in Algorithm 1. Then we showcase that naive unconstrained optimization would
yield False Positives/(qy that are capable of forcing the DM to generate arbitrary images), see Appx. F.1. Motivated by
this nding, we experiment with the varying strength of the optimization, and arrive at the nal constreb@taytimization

steps, which allows us to successfully cwaft, if the optimization target (image) is memorized, and fail to provwide

for all other (non-memorized) targets. We evaluate constraining schemes that work in the embedding space in Appx. F.3,
and show that they are unsuccessful at preventing False Positives.

Algorithm 1 Finding DoRI with Adversarial Embeddings

Input:
DM . optionally after pruning-based mitigation applied
Memorized training image ¥em
Memorized training prompt fem
Number of optimization steps N
Learning rate

Output:

Adversarial embeddingayy

y;%)v encode_text(p mem) . alternatively, initialize y;%)v N (0; 1)
fori2f1;:::;Ngdo
N(0;1)
t Uniform(f1;:::;TQ) . sample discrete timestep from noise schedule
¥t add_noise(X mem ;1) . adding noise using the training noise scheduler
" xt 6y S
yg()jv y gdlv) roye k %3 . update adv. embedding with gradient descent
adv
end for
returny ;ﬁ\),

F.1. Can We Make a DM to Output Any Image With Adversarial Embeddings?

Key Takeaway: With enough optimization steps DoRI can force the DM to generate hon-memorized images.

To assess wheth@&oRl 's ability to replicate memorized images is truly due to memorization, we also test whether
adversarial text embeddings can be used to generate an arbitrary (hon-memorized) image, as described in Sec. 3.1. Intuitively,
we expect that we can force an 800M parameter model to produce a speci ¢ output vector (latent representation of an image)
of size 16,384, given we perform an unconstrained gradient-based optimization of an input vector (text embedding) of size
59,136. In effect, if the model can be forced to produce arbitrary, non-memorized images using these embeddings, it would
suggest thaDoRlI is not exploiting memorization, but rather steering the model toward designated outputs—regardless of
whether the content was memorized.

To generate non-memorized images wWitbRI, we sample 100 images from the COCQO2014 training set and run the
optimization for 1000 steps for each sampled image. Using the resulting adversarial embeddings, we generate 5 images per
embedding with SD-v1.4 and compute the SSCD scores between the generated and original images. The SSCD scores for
all examples exceed the memorization threshold of 0.7, and qualitatively, Figure 8 shows that the images are replicated
almost perfectly.

While this initially might seem as DoRI is not only replicating memorized samples, we demonstrate in Appx. F.2 that
there is, in fact, a difference between triggering generation of memorized versus non-memorized content.
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Figure 8. Arbitrary image replication. We nd that when pushed to the extreni2pRI| search yields generations (columns from two to
six from the left) of non-memorized data ( rst from the left).
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F.2. Comparing Behavioral Differences Between Sets

Key Takeaway: Non-memorized images require 100s of steps BRI to be replicated by the DM, while for the
memorized images 10 steps is enough.

Our ndings from Appx. F.1 undermine our adversarial-based memorization identi cation. In effect, it may seem that
our results regarding NeMo and Wanda (Sec. 3.3) locality in the embedding space (Sec. 4.1). and locality in the model's
activations (Sec. 4.2) and weights (Sec. 4.3) become invalid. Indeed, if we are able to trigger generation of any image, then
we should not claim that NeMo and Wanda only conceal the memorization instead of fully removing it, and the ndings
regarding localization would be false, as the obtained adversarial embegdingseld little information about how the

model (and the embedding space) behaves when faced with memorized data.

To ensure correctness of our methodology, and—in effect—the ndings, we investigate if there is any difference between the
optimization process for memorized and other (non-memorized) images. We compare how the L2 norm of text embeddings
progress during optimization, as well as how early we cros§fh8SCD threshold. We analyze two sets of memorized
images (100 VM samples and 100 TM samples), and a sEd@images from COC0O2014 train. Moreover, we analyze two

sets of generated images from SD-v1.4: generated d€iigaptions from COCO2014 train, and usib@0 prompts of

images that have been a subject of template memorization. The latter generated set addresses limitations of our detection
metric—SSCRyig—which relies on all semantic and compositional parts of two compared images to match closely to
cross the memorization threshold@¥. In case of template memorization, the model replicates only a part of a training
image, e.g., the background, speci c objects, or replicates the semantic contents of the image, while varying features of low
importance, like textures. We note that generated images and memorized template images will differ when it comes to the
low importance features, effectively lowering SSCD score, however, the semantic composition of the generated images will
match the one of memorized. We add generated imagesX@@mon-training prompts (COC0O2014) to test the worst-case
False Positive scenario of our method. If the model is already able to generate an image from some input, the optimization
should converge the fastest for these images, even though they are neither part of the training data, nor memorized.

In Figure 9 (right) we show how the SSCD score progresses with the optimization. We note that for verbatim memorization
(and generated template memorization) we need only a handful of optimization steps to/gltdhmat reliably triggers
generation of the images. For non-memorized data we reach SSCD@B@&fter approximately 500 steps. Notably, we
require as much as 200 steps to craff,ythat reliably produces generated (non-memorized) images.

These results show that the optimization process is indeed different for memorized images than for other images. Building
on these ndings we allow the optimization procedure to only perféfhupdate steps—a value that guarantees generation

of memorized images (if present in the model), while preventing False Positives, i.e., generation of non-memorized images.
This constraint ensures methodological correctness of our adversarial-based approach, and proves our results in Section 3.3
and 4 are valid. We also provide a qualitative comparison of generations with adversarial embeddings for memorized
samples (after pruning) and non-memorized content in Figure 10.

Figure 9. Finding DoRI with more optimization steps. We note that our method starts producing False Positives, i.e., replicating non-
memorized data, only after 500 optimization steps (left). Notably, to achieve non-training data replication, the norm of the optimized
embedding raises drastically (right).
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