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Abstract

Commercial LLM APIs advertise a specific
foundation model, but the served backbone may
be silently substituted, quantized, or wrapped,
for example to save deployment costs. All ex-
isting audits decide backbone identity from the
text-output channel, which is structurally frag-
ile for agentic APIs because modern serving
stacks (OpenAl, Anthropic, Gemini, Cloudflare
Workers Al, LangGraph) discard text and ex-
pose only structured actions when the model
calls a tool, and any provider-injected sys-
tem prompt distorts text distributions enough
that text-channel tests falsely accuse honest
providers of substituting the claimed model.
We observe that recent agentic post-training
internalizes tool-use directly into the weights,
opening a new audit channel that the serving
stack still exposes and that is invariant to de-
ployment context. We introduce Agentic Prove-
nance (AgentProv), the first action-based iden-
tity audit for agentic LLM APIs: AgentProv
fingerprints a deployed model through its cate-
gorical tool-call distribution and decides iden-
tity via an MMD permutation test. AgentProv
catches every substituted model (100% on 630
evaluated checkpoint pairs), while holding the
false-positive rate under system-prompt injec-
tion at 7% (vs. 67% for MET and 53% for
RUT). On third-party API endpoints, Agent-
Prov’s disagreements with MET are consistent
with an independent token-count side-channel
that detects provider-injected hidden system
prompts.

1 Introduction

Commercial LLMs are increasingly served through
APIs that advertise a specific foundation model but
operate as black boxes. The backbone behind an
endpoint may be the advertised model, but can also
be a quantized variant, a cheaper distilled substitute,
or a wrapper routing to an open-weight alternative
(Figure 1). Recent audits quantify the scale: Gao
et al. (2025) flagged 11 of 31 commercial Llama

Figure 1: An auditor queries a suspect API endpoint
and compares its tool-call policy against a trusted ref-
erence. AgentProv detects when the suspect’s tool-use
behavior deviates from the claimed model, exposing a
silent backbone substitution.

endpoints as serving distributions different from
their reference, and Zhang et al. (2026) surveyed 17
third-party wrappers and reported 45.8% endpoint-
level identity failure, including wholesale backbone
swaps such as GPT-5 to GLM-4-9B. Such discrep-
ancies between the claimed and actually deployed
models call for an auditing tool for probing what is
behind the public API.

Most existing auditing methods, including
MET (Gao et al., 2025), RUT (Zhu et al., 2026),
and LLMmap (Pasquini et al., 2025), treat the
model’s natural-language output as its fingerprint,
applying two-sample tests over text completions.
However, we observe two converging trends that
are weakening natural-language completions as a
reliable channel for agentic LLM API auditing.
First, many production agentic serving stacks in-
creasingly emit only the structured action when
the model invokes a tool, omitting the surrounding
natural-language continuation (OpenAl, 2025; An-
thropic, 2025), which leaves text channel probes a
limited space to operate on. Second, providers rou-
tinely place their own system prompts and template
chrome on top of the auditor’s request (Zhang et al.,
2026), which shifts surface tokens without chang-
ing the underlying weights. As a consequence, a
text-channel probe rejects identity and falsely ac-
cuses an honest provider of substituting the claimed



model, only due to the different system prompts
that the API providers adopt.

On top of the pure text output, tool-use behav-
ior is now trained directly into model weights
of agentic LLMs via dedicated post-training
pipelines (Schick et al., 2023; Patil et al., 2024;
Yang et al., 2025; Team et al., 2026). The result-
ing tool-call policy is a behavioral signature of
the model that the serving stack still fully exposes,
even when text is not fully exposed. In addition,
the tool choice behavior is robust to the changes
on the prompt surface: small prompt-level changes
rarely flip which tool the model invokes in a given
situation, so action-level decisions are robust to
exactly the deployment-context modifications that
move text distributions.

Motivated by the above observation, we propose
Agentic Provenance (AgentProv), the first action-
based identity audit for agentic LLM APIs. Given
a claimed model and a suspect endpoint, Agent-
Prov places both in a small number of tool-use
situations and prompts the model to select from
a given tool pool for solving the task. The em-
pirical distribution over these tool-call choices is
the model’s fingerprint, and we build a Maximum
Mean Discrepancy (MMD) test on the collected
fingerprint to decide whether the deployed model
behind the API exhibits the expected policy. Our
proposed AgentProv can operate even when text is
stripped, and it is invariant to the system prompts
and templates providers inject around the model.

Our contributions are summarized as follows:

1. We identify structural failures of text-channel
API audits, observing that provider-side sys-
tem prompts cause text-channel tests to falsely
accuse honest providers of serving a substi-
tuted model.

2. We propose Agentic Provenance (AgentProv),
the first action-based identity audit for agen-
tic LLM APIs, which fingerprints a deployed
model through its categorical tool-call distri-
bution on probe states and decides identity via
an MMD test.

3. Our experimental results demonstrate that
AgentProv accurately catches model substi-
tution with 100% rejection on 630 evalu-
ated checkpoint pairs. More importantly,
AgentProv keeps the false-positive rate under
system-prompt injection at 7% versus 67% for
MET and 53% for RUT.

2 Background

Model Equality Testing (MET) (Gao et al., 2025)
formalizes the API audit problem as a two-sample
test on completion distributions, deciding Hy :
P = (@ between a suspect endpoint and an au-
thoritative reference using a Maximum Mean Dis-
crepancy (MMD) statistic with a Hamming kernel.
Applied to 31 commercial Llama endpoints, MET
flagged 11 as silently drifted. RUT (Zhu et al.,
2026) sharpens MET’s power against adversarial
providers by replacing the Hamming kernel with
log-rank scores. Zhang et al. (2026) surveyed 17
commercial wrapper APIs reselling frontier mod-
els (GPT-5, Gemini-2.5, DeepSeek-R1) and ex-
tended this framework to a 24-endpoint subset (3
providers x 8 models), finding 45.8% identity-
verification failure and documenting wholesale
backbone swaps such as GPT-5 to GLM-4-9B. All
three rely on the raw natural-language completion,
which is an increasingly unreliable signal for agen-
tic APIs since production serving stacks return only
the structured action and provider-side prompts
shift surface tokens.

Black-box LLM Fingerprinting also pursues
black-box LLM identification under different threat
models. Untargeted classification methods iden-
tify an endpoint’s backbone from a known set of
candidates: LLMmap (Pasquini et al., 2025) classi-
fies 42 LLM versions from 8 queries, DuFFin (Yan
et al., 2026) couples a trigger with a knowledge
fingerprint, and CoTSRF (Ren et al., 2025) ex-
ploits chain-of-thought contrast, which is inapplica-
ble to the 82.8% of commercial agentic platforms
that expose tool-call traces while concealing inter-
nal reasoning (Wang et al., 2026a). Further vari-
ants rely on evolutionary query design (lourovitski
et al., 2024) and stylometric artifacts (McGovern
et al., 2025). Targeted verification methods ver-
ify a specific identity via crafted trigger-response
pairs: TRAP (Gubri et al., 2024), ProFLingo (Jin
et al., 2024), RoFL (Tsai et al., 2025), and RAP-
SM (Wang et al., 2026b) optimize adversarial
prompts, while injection-based schemes fine-tune
signatures into the model via trigger-response back-
doors (Yang and Wu, 2024; Xu et al., 2024; Yamabe
et al., 2025; Shao et al., 2025b,a), scalable multi-
fingerprint embedding (Nasery et al., 2026) Active
watermarking on the agentic surface is pursued
by AGENTWM (Wang et al., 2026a), which in-
jects user-specific biases into action sequences via
five tool-equivalence schemes to enable ownership



claims. However, AGENTWM is aimed to solve
active ownership protection and requires model
modification, while our method focuses on solv-
ing the passive equality verification on unmodified
deployments.

LLM Agentic Behavior is trained directly into
model weights through dedicated post-training
pipelines (Schick et al., 2023; Patil et al., 2024;
Team et al., 2026; Yang et al., 2025; Feng et al.,
2026; Anthropic, 2024a) rather than scaffolded by
inference-time templates (Yao et al., 2023; Shinn
et al., 2023). Different labs train on different data
and recipes, and the resulting policies diverge in
stable, reproducible ways: BFCL (Patil et al., 2025)
and 72-bench (Barres et al., 2025) report substan-
tial per-model variation on identical function-call
inputs, and BiasBusters (Blankenstein et al., 2026)
shows each model carries a systematic, model-
specific bias over which tool it selects when several
are functionally adequate. AgentProv is designed
to capture this bias in the tool-use behavior through
a single tool-selection probe instantiated across K
templates spanning general-tool and MCP server
naming conventions (§3.2).

3 Method

AgentProv models API provider accountability as
a two-sample equality test on the fool-selection
policy: which tool the model picks when offered
functionally-equivalent alternatives. Given black-
box query access to a suspect endpoint claiming
to serve model M and reference access to an au-
thoritative instance of M (open weights run lo-
cally, or the vendor’s official API), the frame-
work produces a binary accept/reject decision at
a controlled false-positive rate. Three compo-
nents make this operational: (i) a tool-preference
probe that queries the model on K templates with
functionally-equivalent tool options (§3.2), (ii) a
one-hot fingerprint with a squared Lo test statistic
(§3.3), and (iii) a permutation-calibrated null with
a decision rule (§3.4).

3.1 Problem Formulation

Each probe template k£ € [K| presents the model
with functionally-equivalent tool options and a neu-
tral user request. The model’s tool selection is clas-
sified into an option set Oy, (typically |Oy| € [4,6]).
Let 7 and 7y, denote the reference and suspect
tool-selection distributions over these option sets.

We formulate the following null hypothesis:
Hy : et = Tous, (D

against the alternative that the distributions differ,
at false-positive rate @ = 0.05. The test aggregates
across all K templates into a single statistic (§3.3),
calibrated via permutation (§3.4).

Because the test operates on categorical tool se-
lections rather than raw text, it is expected to be
more robust to deployment-context modifications:
a provider-side system prompt shifts the literal out-
put tokens but does not need to change which tool
the model calls. We test this hypothesis empirically
in §4.3.

3.2 Tool-Preference Probe

The probe exploits a single behavioral signal: when
presented with multiple functionally-equivalent
tools and a neutral request, different model lin-
eages exhibit distinct tool-selection preferences in-
herited from their pre-training data and tool-use
fine-tuning. The probe consists of K templates
(we use K = 20 in our primary evaluation). Each
template specifies a set of tool schemas offering
functionally-equivalent alternatives for the same
operation (e.g., three calendar-creation tools with
different names drawn from different provider con-
ventions), a neutral user request, and a categori-
cal option set O, used by the auditor to classify
the model’s tool selection. The model never sees
O, and classification acts on the tool name in the
model’s unconstrained generation.

The K templates span two complementary do-
mains drawn as a single pool: general tools (syn-
thetic redundancy across 15 everyday task cate-
gories) and MCP servers (equivalent operations
from different MCP server families (Anthropic,
2024b)). Both domains use tool surfaces that mod-
els plausibly encountered during training, so the
probe reads the pre-trained tool-selection prior
rather than an arbitrary classification task. Full
template sourcing details are in Appendix A.2.

Two mandatory controls apply to every template.
First, tool order in the schema is randomized per
sample with a deterministic seed, eliminating posi-
tion bias. Second, tool descriptions within a tem-
plate are length-matched and structurally parallel,
preventing detail-driven selection. Prompts use
neutral recipients and tool-agnostic task wording
(“schedule a meeting” rather than “use Google Cal-
endar”) to avoid domain priming.



Action classification. The auditor maps the emit-
ted tool-call name to an option label via a per-
template action_map. Responses that answer di-
rectly without a tool call are classified as _no_call
and malformed syntax as _malformed. Both la-
bels are included in every option set and never
silently discarded. Because classification operates
on the structured tool_calls[] field, it is deter-
ministic and compatible with action-only serving
stacks where message . content is unavailable.

3.3 Test Statistic

We build on the Maximum Mean Discrepancy
(MMD) framework (Gretton et al., 2012). Given
a kernel x and two distributions P, (), the MMD
maps each distribution to its kernel mean embed-
ding up = E,p[r(x,-)] in the reproducing ker-
nel Hilbert space H,, and measures their distance:
MMDH(P, Q) = H,up - NQHHK- When & is
characteristic, MMD, (P, Q) = 0 if and only if
P = @, making it a valid metric for two-sample
testing.

Let Z = {(k,a) : k € [K], a € O} denote the
joint template-option alphabet. We use the delta
kernel on Z:

k((k,a), (K,d)) = {k=F} -1{a=d},

2
which returns 1 if and only if two samples orig-
inate from the same template and received the
same classified option. The delta kernel on a fi-
nite alphabet is characteristic, so any difference
in the tool-selection distribution is detectable with
enough samples.

Fingerprint. Each observed action is one-hot
encoded over Z, giving total dimension D =
Zle |Ok|. Collecting N samples per template
yields N1 = K - N rows per endpoint. The
empirical fingerprint is the column mean:

1 Nlotal
= z; € RP, (3)
4 Ntotal ; ‘

i.e., the empirical distribution over tool selections
within each template.

Test statistic. The squared population MMD,
MMDi(ﬂref, Teus ), Measures the distributional gap
between the two policies in the kernel’s feature
space. Under the delta kernel, its empirical esti-

——2
mator MMD, reduces to the squared Ly distance

between fingerprints:
2
T = ||o% - 4°|7 = MMD(Z%,2%). )

Because the one-hot encoding is block-diagonal
(each row has nonzero entries in exactly one tem-
plate’s block), the statistic decomposes by tem-
plate:

K
T =Y |l = ¢ils )
k=1

where aka denotes the restriction of ¢ to tem-
plate £’s coordinates. This per-template breakdown
serves as an interpretability diagnostic (§3.4).

3.4 Null Calibration and Decision

Permutation null. Under Hj the endpoint label
is uninformative: every one-hot row is exchange-
able across endpoints, assuming queries are inde-
pendent conditional on the template (satisfied by
stateless API endpoints). We pool the 2 Ny rows,
shuffle uniformly at random, resplit preserving the
original per-endpoint sample sizes, recompute 7',
and repeat B = 1,000 times to obtain the empirical
null distribution {T("}5_, .

Decision rule. We reject Hy at level o = 0.05
if T exceeds the (1 — «)-quantile of the null dis-
tribution (Algorithm 1). Type-I error is controlled
by the exchangeability construction, regardless of
N, K, or the option-set sizes. The per-template
terms || — ¢7||% from Eq. 5 identify which tool-
selection scenarios contributed most to any rejec-
tion. This diagnostic is descriptive and does not
affect the aggregate’s Type-I control.

4 Evaluation

We evaluate AgentProv on the scenarios an agentic-
API accountability audit must handle, namely dis-
tinguishing different models (§4.2), separating
identity drift from deployment-context drift (§4.3),
verifying third-party API providers (§4.4), and
characterizing efficiency (§4.5).

4.1 Setup

Models. Our pool spans open-weight configura-
tions across 13 families (0.5B-14B parameters):
36 base checkpoints for local identity tests, 5 small
checkpoints tested under injected system prompts,
and 10 third-party API deployments compared
against their local reference. The full model list is
in Appendix Table 7.
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Figure 2: Our AgentProv pipeline. (a) Each template offers the model functionally-equivalent tools (e.g.,
gmail/outlook/yahoo) and we query N times. (b) Each query becomes a one-hot row marking which tool was
chosen and the column average is the fingerprint vector ¢. (c) The test statistic 7" is the squared L» distance between
reference and suspect fingerprints. (d) A permutation null calibrates the test. We reject if the observed T exceeds

the a=0.05 threshold.

Algorithm 1 AgentProv tool-selection policy
equality test

Require: Reference s, suspect mgs, probe tem-
plates {75}, samples per template N, per-
mutations B, level a.

1: for each template k € [K] do

2: Sample N tool calls from 7 and 7g,5 On
template 7y; classify each into option a € Ok.

3: Encode each classified action as a one-hot
row z; € {0,1}P.

4: end for

s: Stack all rows into matrices Z7% Z% ¢
{0’ 1}Ntmal><D.

6: Compute fingerprints o' = colmean(Z?),
¢ = colmean(Z?).

7. Compute observed T = || — 5|2

8: forr=1,...,Bdo

Pool all 2 Nyya rows; shuffle uniformly and

resplit preserving sample sizes.

10: Recompute T") on the resplit pair.

11: end for

12: q1_o < empirical (1 — «)-quantile of
(T,

13: return REJECT if T' > ¢, else ACCEPT.

Baselines. We compare AgentProv against two
text-channel equality tests: MET (Gao et al., 2025)
(MMD with Hamming kernel on token-string com-
pletions) and RUT (Zhu et al., 2026) (Cramér—von
Mises on reference-model log-rank scores). RUT
is grey-box: it requires logprobs from the reference,
so it applies only when the reference is run locally
or its API returns logits.

Protocol. Each method follows its published col-
lection and decision protocol. Method-specific pa-

Category n  MET RUT AgentProv

Cross-pairs 630 100% 100% 100%
Self-pairs 36 0/36 2/36 0/36

Table 1: Identity tests on 36 checkpoints at o = 0.05.
AgentProv uses the tool-selection probe at K = 20 tem-
plates, N = 50 samples per template. All methods re-
ject every cross-pair; on self-pairs, MET and AgentProv
never falsely reject while RUT does so on 2 models.

rameters (sample sizes, prompts, kernel and null-
calibration settings) are in Appendix A.7. All tests
calibrate at significance @ = 0.05 via the method’s
own null. The joint K x N budget sweep is in §4.5.

4.2 Identity Tests on Local Models

We first verify that AgentProv separates distinct
checkpoints as reliably as the text-channel base-
lines. At the headline configuration (K = 20
templates of the tool-selection probe, N = 50
samples per template), all three methods reject all
630 distinct-checkpoint pairs at « = 0.05 (100%,
Table 1). On the 36 same-model self-pairs, both
AgentProv and MET never falsely reject, while
RUT falsely rejects 2 models.

Beyond the binary decision, the test statistic 7’
provides a continuous distance over the action dis-
tribution. Figure 3 shows the pairwise matrix on a
15-model representative subset: same-family mod-
els cluster (Qwen2.5 across sizes, Llama-3 across
sizes) and shared training lineage carries across ar-
chitectures (R1-Distill variants cluster regardless of
base). The full 36 x 36 matrix is in Appendix A.4.

Family cohesion and post-training drift. Ta-
ble 2 quantifies the heatmap’s visual structure: per
family, the mean within-family MMD? versus the



Qwen2.5-1.5b
Qwen2.5-3b
Qwen2.5-7b
Qwen3-1.7b

Qwen3-4b

Qwen3-8b

MMD? (log scale)

Llama3.2-3b

Llama3.1-8b

Figure 3: Pairwise MMD? among 15 representative
models (log scale), AgentProv’s tool-selection probe
at K=20, N=50. Every off-diagonal pair rejects at
a=0.05. Within-family distances are visibly smaller for
Qwen2.5, Qwen3, Hammer-2.1, and Llama; R1-Distill
exhibits large within-family variance. The Qwen2.5—
Hammer cross-block is lighter than other cross-family
regions, reflecting their shared pre-training base. Full
36x 36 matrix in Appendix A.4.

mean between-family MMD?. Six of the eight fam-
ilies cluster tightly (cross/intra ratios 1.8-3.0x),
confirming that the tool-selection prior is largely
shared across sizes within a family. Two fami-
lies break the pattern, for opposite reasons. Her-
mes (ratio 0.8 ) applies the Hermes-3 SFT recipe
to three different bases (Llama-3.1-8B, Llama-
3.2-3B, Mistral-7B). Each Hermes endpoint stays
closer to its own base (T € [7.1,33.4] x 10~*) than
to its Hermes siblings, indicating that chat-persona
SFT does not override the base’s tool-selection
bias. The fingerprint reads what was trained into
the weights for tool use, not the SFT brand. The
opposite case is reasoning-mode post-training on
a shared base: qgwen3-4b-thinking-2507 sits
~14x farther from the other four Qwen3 check-
points than they sit from each other (we list it as
its own family entry, Qwen3-Think), showing that
reasoning-mode SFT substantially rewires the ac-
tion policy and that AgentProv catches the drift.

4.3 Vulnerability to Hidden System Prompts

Text-channel tests measure surface tokens: MET’s
Hamming kernel compares completions character-
by-character, and RUT’s log-rank score is a func-
tion of literal token positions under the reference
distribution. Any change to the input that shifts the
output token stream, even by one character, moves
both statistics. In practice, providers routinely mod-

Famlly Tintra Teross T'c/ﬂ
R1-Distill 543 15.32 2.8x
DeepSeek 5.57 16.62 3.0x
Qwen3 6.49 17.28 2.7x
Hammer-2.1 6.80 15.99 2.4x
Qwen2.5 7.29 15.13 2.1x
Llama 7.40 1543 2.1x
Mistral 8.04 14.54 1.8x
Hermes 2720 22.89 0.8x
Qwen3-Think - 107.04 -

Table 2: Family cohesion in tool-selection action space
on the 36-model set (§4.2), AgentProv’s tool-selection
probe at K=20, N=50. Tiy,: mean MMD? across
within-family pairs; T¢oss: mean across between-family
pairs (both in units of 10~*). Higher ratio = tighter
internal clustering. Qwen3-Think has a single member
(gwen3-4b-thinking-2507) so T, is undefined.

ify exactly this surface: in a token-count scan of
75 OpenRouter endpoints, 44% deviate from the
model’s official chat template, including endpoints
that inject hidden system prompts (Appendix A.5).
This combination, a test that responds to any token-
level change paired with a deployment surface the
auditor cannot observe, makes text-channel iden-
tity tests vulnerable. We confirm the vulnerability
under controlled conditions.

Experimental design. For each of 5 open-weight
checkpoints (listed in Appendix Table 7) we keep
weights, decoding, and chat template fixed and vary
only the system message across three conditions:
an empty message (a single whitespace, 1 token), a
short boilerplate (“You are a helpful assistant.”, ~5
tokens), and a long provider-style customer-service
prompt (~50 tokens). Each condition is tested
against the same-model no-system-role baseline.
As the weights are identical, every rejection is by
construction a false positive on identity.

Result. Table 3 reports per-condition decisions.
MET falsely rejects 3/5 models even on the empty
condition and 4/5 on the long one. RUT climbs
from 1/5 to 5/5 across the same range. Agent-
Prov rejects 0/5 on empty and short and 1/5 on
long, with the single rejection driven by Gemma-3-
1B, whose tool-call format shifts under the longer
persona-style prompt. Aggregated across all three
conditions, AgentProv produces 1/15 false posi-
tives (7%) versus 10/15 (67%) for MET and 8/15
(53%) for RUT. The asymmetry confirms the pre-
diction of §3.3: the delta kernel on categorical
actions is insensitive to surface-text shifts that the
Hamming and log-rank kernels respond to.



MET RUT AgentProv
Model empty short long  empty short long empty short long
Llama-3.2-1B-Instruct v v X v v X v v v
Qwen3-1.7B X X X v X X v v v
Qwen2.5-1.5B-Instruct X X X v v X v v v
Gemma-3-1B-it X X X X X X v v X
Hammer2.1-1.5B v v v v v X v v v
FPR 3/5 3/5 4/5 1/5 2/5 5/5 0/5 0/5s 1/5

Table 3: Per-model false-positive rate on the hidden-prompt control experiment (§4.3). Each cell reports the
per-model decision at « = 0.05 when the system prompt is replaced by the column variant; weights are unchanged,
so every X is a false positive on identity. The empty condition is a single whitespace (1 token); short is “You are a
helpful assistant.” (~5 tokens); long is a ~50-token provider-style customer-service prompt. AgentProv uses the
tool-selection probe at K = 20 templates, N = 50 samples per template.

The text-channel vulnerability appears at the
shortest prompt we test: a single whitespace al-
ready flips MET on 3/5 models. The effect is there-
fore not a corner case requiring crafted adversarial
prompts. Any provider customization that adds a
system role to the request can flip the decision on
otherwise-identical samples. The long condition
sits within the range observed in real provider de-
ployments, and §4.4 shows the same false-positive
pattern on real third-party endpoints.

4.4 API Provider Verification

We apply AgentProv, MET, and RUT to a practical
deployment scenario: verifying whether a third-
party API endpoint serves the model it claims. The
audit compares samples from a trusted reference
(local inference for open-weight models) against
samples from a suspect endpoint on OpenRouter.
Since the true serving configuration is unknown to
the auditor, no decision can be validated against
ground truth. We therefore construct a side-channel
signal to contextualize each method’s output: a
token count signal that compares the provider-
reported prompt_tokens against the auditor’s lo-
cally computed count for the same messages (de-
tails in Appendix A.5). A persistent positive offset
reveals content the provider injected but the audi-
tor never specified, i.e., a hidden system prompt.
This signal does not flag whether the model was
substituted, but it does tell us whether the deploy-
ment context was modified, which §4.3 showed
text-channel tests are vulnerable to. Of the 10 end-
points, 5 show extra tokens indicative of hidden
prompts and 5 do not. Table 4 reports per-endpoint
decisions. The key question is whether rejections
on hidden-prompt endpoints reflect genuine model
substitution or the deployment-context sensitivity.

Hidden-prompt endpoints. MET rejects all 5
endpoints flagged by the token-count scan. RUT
rejects 4 of 5, accepting only the +7-token Gemma-
3n-E4B. AgentProv accepts the four small-to-
moderate injection cases (Llama-3.2-1B, Qwen3-
14B, Llama-3-8B, each ~1 extra token, and
Gemma-3n-E4B at +7), consistent with the con-
trolled finding of §4.3 that injected system prompts
at this size shift surface tokens but not tool se-
lection. On Llama-3.2-3B (425 extra tokens) all
three methods reject, suggesting an injection large
enough to also move the action distribution.

Endpoints without detected hidden prompts.
Among the 5 endpoints whose token counts match
the official template, the methods disagree in infor-
mative ways. On Llama-3.1-8B, MET and Agent-
Prov accept while RUT rejects, possibly due to
precision differences between the served endpoint
and the local reference. On Mistral-Nemo, all three
methods reject, indicating a difference visible in
both surface tokens and tool selection. MET, RUT,
and AgentProv also jointly reject DeepSeek-Chat,
consistent with the endpoint serving DeepSeek-V3
rather than the DeepSeek-LLM-7B reference. The
remaining two endpoints split: on Gemma-3-4B,
RUT and AgentProv accept while MET rejects,
suggesting a surface-text shift visible to MET"’s
Hamming kernel but not to the action distribution
or the log-rank score. On Qwen3-8B, MET and
RUT both reject while AgentProv accepts, suggest-
ing a text-channel deviation that does not extend to
tool selection.

Summary. Across the 10 endpoints, AgentProv
accepts 7 and rejects 3, MET accepts 1 and rejects
9, while RUT accepts 2 and rejects 8. The pattern
is consistent with AgentProv being insensitive to



Endpoint MET RUT AgentProv
With detected hidden prompt

Llama-3.2-3B rej rej rej
Gemma-3n-E4B rej acc acc
Llama-3.2-1B rej rej acc
Qwen3-14B rej rej acc
Llama-3-8B rej rej acc
No detected hidden prompt

Llama-3.1-8B acc  rej acc
Qwen3-8B rej rej acc
Gemma-3-4B rej acc acc
Mistral-Nemo-Instruct-2407  rej rej rej
DeepSeek-Chat (V3) rej rej rej

Table 4: Third-party API verification on 10 OpenRouter
open-weight endpoints (§4.4), grouped by whether
the OpenRouter token-count scan (Appendix A.5) de-
tected a provider-injected hidden system prompt. Each
row tests whether the suspect endpoint is a faithful
passthrough of the local-reference model; cells report
the accept/reject decision at a = 0.05. AgentProv ac-
cepts 7 of 10 endpoints; MET accepts 1 of 10; RUT ac-
cepts 2 of 10. AgentProv uses the tool-selection probe
with N = 50 samples per template; MET and RUT
consume the same matched-provider API responses.

deployment-context modifications that shift surface
tokens (hidden prompts, template variants) while
remaining sensitive to substantive changes in the ac-
tion distribution (model substitution, large prompt
injections). Absent ground truth on serving config-
urations, these interpretations remain correlational.

4.5 Ablations and Efficiency

We characterize AgentProv’s behavior as a func-
tion of the two budget parameters: the number of
templates K and the number of samples per tem-
plate V. Table 5 reports a joint X x N sweep on
the 630 checkpoint pairs of the 36-model set.

Joint saturation. The rejection rate on distinct-
checkpoint pairs rises monotonically along both
axes. Holding K fixed and increasing N tightens
the per-template categorical estimate, lifting the
rejection rate until it saturates at the true separation
between the two endpoints. Holding N fixed and
increasing K adds independent template blocks
to the MMD statistic, with a similar effect. The
two effects compose: a small budget can be spent
either as more templates with fewer samples or
fewer templates with more samples. The headline
configuration of K = 20, N = 50 reaches 100%
on the 36-model set and is the smallest configu-
ration in the sweep at which AgentProv matches
MET and RUT on identity discrimination. Type-

N samples per template

K templates 5 10 25 50
5 36.67% 66.67% 92.70% 97.46%
10 60.48%  91.90% 98.89% 99.84%
20 65.56% 94.13% 99.84%  100.00%
30 64.44%  95.24%  100.00%  100.00%
40 64.76% 95.71% 100.00%  100.00%
60 68.57% 96.03%  100.00%  100.00%

Table 5: Template (/) x sample-count (/N) ablation
for AgentProv (tool-selection probe, B = 1,000, o« =
0.05). Cells report the rejection rate (accuracy) on the
630 distinct-checkpoint pairs of the 36-model set (§4.2).
Accuracy is monotone in both axes and saturates along
a frontier: the headline K = 20, N = 50 reaches 100%,
as does K > 30 at N > 25. At fixed small N, adding
templates beyond K = 20 yields only marginal gains
(e.g. N = 5 rises from 65.6% at K = 20 to 68.6%
at K = 60); more samples per template is the more
effective margin.

I error remains controlled across the entire grid:
only 1 of 36 models is falsely rejected at a single
cell (K=10, N=10), with all other cells at 0/36
(Appendix Table 8).

Budget estimate. A full audit at the headline con-
figuration (K = 20, N = 50) costs 1,000 queries
per endpoint. A lighter K = 10, N = 50 operating
point costs 500 queries and still reaches 99.84%.
At typical API pricing both points are well under
$1 per endpoint.

5 Conclusion

We introduced AgentProv, a two-sample equal-
ity test that audits agentic LLM API providers
by comparing tool-selection behavior rather than
natural-language completions. Because tool choice
is shaped by the model’s post-training recipe and
encoded in its weights, the resulting categorical
distribution serves as a stable identity signal that is
largely invariant to the deployment-context modi-
fications (system-prompt injection, template vari-
ants) that providers routinely apply. Existing text-
channel tests conflate these deployment changes
with genuine model substitution, leading to high
false positive rates on honest providers. By op-
erating on the action channel instead, AgentProv
maintains full discrimination power across model
checkpoints while substantially reducing false accu-
sations under realistic provider configurations. The
approach requires only a lightweight probing bud-
get and works even on action-only serving stacks
where no text continuation is available.



Limitations

AgentProv requires reference access to an author-
itative instance of the claimed model: for fully
closed models without any trusted reference chan-
nel, the test is inapplicable. The tool-selection
probe reads one axis of the agentic policy, namely
which tool the model invokes among functionally
equivalent alternatives; modifications that leave
this distribution unchanged are not detectable. Our
evaluation spans open-weight checkpoints in the
0.5B—14B parameter range and ten third-party API
endpoints; generalization to larger backbones and
non-English deployments is empirically untested.
Finally, the third-party API analyses cross-check
method verdicts against an independent token-
count side-channel but do not establish ground truth
on serving configuration, since providers do not dis-
close backbone identity or system-prompt content.

Ethical Considerations

AgentProv is intended as an accountability tool for
API customers, integrators, and third-party auditors
who want to verify whether a deployed endpoint
serves the model it claims. The aim of the work
is to support transparency in commercial LLM de-
ployments and to give downstream users a princi-
pled way to check provider claims. We will release
the probe templates and source code to enable inde-
pendent replication and to keep the audit procedure
transparent to the providers it evaluates.
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A Technical Appendices and
Supplementary Material

A.1 Method Details

Action bucketing. The auditor classifies each
sample by mapping the emitted tool-call name to
an option label via a per-template action_map. Re-
sponses that answer directly without a tool call are
bucketed into _no_call; responses whose tool-call
syntax fails to parse are bucketed into _malformed.
Both labels are included in every option set O, and
are never silently discarded. Because classifica-
tion reads the structured tool_calls[] field rather
than free-form text, bucketing is deterministic and
identical across endpoints, including action-only
serving stacks where message.content is empty.

Confound controls. Three mandatory controls
apply to every template. First, tool order in the
schema is randomized per sample with a determin-
istic seed, eliminating first-listed bias. Second, tool
descriptions within a template are length-matched
and structurally parallel, preventing detail-driven
selection. Third, prompts use neutral recipients
(@example.com, generic names) and tool-agnostic
task wording (“send a note to” rather than “email”)
to avoid domain priming.

A.2 Probe Examples and Template Sourcing

Template domains. The K templates span
two complementary domains. General tools
cover everyday operations (weather lookup,
calendar management, email dispatch, customer-
info retrieval) where tool names are drawn
from real provider documentation (OpenAl,
Anthropic, Google) and public benchmarks,
creating synthetic redundancy across 15 task
categories. MCP servers present the model with
equivalent operations from different MCP server
families (e.g., mcp__calendar__add_event vs.
mcp__google_calendar__create_event VSs.
mcp__outlook_calendar__create_meeting),
leveraging the standardized MCP protocol sur-
face (Anthropic, 2024b). Using tool names and
parameter shapes from real SFT and RL data mix-
tures is essential: the probe reads the pre-trained
tool-selection prior, not an arbitrary classification
task. Table 6 shows one representative template
from each domain.

A.3 Model List
A.4 Full Pairwise Heatmap

Figure 4 shows the full 36 x 36 pairwise MMD? ma-
trix on the 36-model set (§4.2), grouped by family.
All 630 off-diagonal pairs reject at « = 0.05. Be-
yond the binary decision, the statistic itself reveals
structure: same-family models cluster (Qwen2.5
sizes against each other, Llama-3 sizes against
each other, Hammer-2.1 sizes against each other),
visible as darker diagonal blocks. Shared train-
ing lineage also carries across architectures (R1-
Distill variants distilled from DeepSeek-R1 cluster
together regardless of base). Families assembled
from heterogeneous bases (Hermes-3 SFT applied
to three unrelated bases) form the exception: intra-
family distances are no smaller than cross-family,
reflecting that surface SFT does not override the
base’s tool-selection prior.

A.5 OpenRouter Token-Count Side-Channel

The token-count side-channel referenced in §4.3
and §4.4 detects provider-injected hidden sys-
tem prompts by comparing the provider’s re-
ported prompt_tokens against the canonical
apply_chat_template count for the messages the
auditor sent. A persistent positive offset indicates
content the provider added that the auditor never
specified.

Endpoint coverage. OpenRouter exposes 358
endpoints via GET /v1/models; 127 map to a Hug-
gingFace tokenizer release via family rules and per-
endpoint overrides. After tokenizer-load and chat-
template verification, 84 endpoints remain map-
pable: the auditor can independently compute their
canonical chat-template token count. Of these, 75
open-weight chat endpoints constitute the scan cor-
pus.

Bare token count. The reference is the official
chat template applied to the auditor’s messages,
after stripping auto-injected blocks (e.g., Llama-
3.1+ “Cutting Knowledge Date / Today Date”)
that the local template inserts but that providers
may legitimately omit. A nonzero api_count —
bare_count therefore reflects content the provider
added or removed beyond the auditor’s messages,
not differences in template chrome handling.

Probes. For each endpoint the auditor sends four
messages at temperature 0, three calls per message:
an empty user message, a single-character user
message, an empty system + single-character user



Domain Probe setup Option set

General tools “Schedule a team sync for Thursday at 2pm.” Tools: {tool names, _no_call, _malformed,
create_event, schedule_meeting, add_event, _other}
book_calendar_event (identical descriptions).

MCP servers “Send a short greeting to alice@example.com.” {tool names, _no_call, _malformed,
Tools: mcp__gmail__send_email, _other}

mcp__outlook__send_email,
mcp__smtp__send_mail
tions).

(identical

descrip-

Table 6: Two representative templates of the tool-selection probe, showing the probe setup and the option set into
which the model’s response is classified. The first uses general-tool naming variants; the second uses MCP server
naming variants. The full template pool contains K = 60 such templates spanning both domains.

Family Members evaluated
Qwen2.5 0.5B, 1.5B, 3B, 7B; DistilQwen2.5-3B
Qwen3 0.6B, 1.7B, 4B, 4B-Instruct-2507

Qwen3-Think
Llama-3.1/3.2

Mistral

DeepSeek base
DeepSeek-R1 distill
Hermes (NousResearch)
Hammer-2.1 (MadeAgents)

4B-Thinking-2507

0.5B, 1.5B, 3B, 7B

Phi Phi-4-mini-reasoning
Gemma-3 Gemma-3-1B

GLM GLM-Z1-9B

Other

Llama-3.1-8B; Llama-3.2-1B, 3.2-3B; SuperNova-Lite

Mistral-7B-Instruct, Mistral-Nemo, Ministral-8B

DeepSeek-LLM-7B, DeepSeek-Coder-7B

R1-Distill-Qwen-1.5B, 7B, 14B; R1-Distill-Llama-8B
Hermes-3-Llama-3.1-8B, Hermes-3-Llama-3.2-3B, Hermes-2-Pro-Mistral-7B

Nemotron-Nano-4B, Gorilla-OpenFunctions-v2, SmolLM3-3B

Table 7: The 36 base checkpoints evaluated. The five small checkpoints revisited under injected system prompts in
§4.3 are a subset (Llama-3.2-1B, Qwen3-1.7B, Qwen2.5-1.5B, Gemma-3-1B, Hammer2.1-1.5B). Third-party API

endpoints audited in §4.4 are listed in Table 4.

message, and a 20-token continuation prompt. The
headline 44% figure uses the realistic prompts only
(single-character user and 20-token continuation),
since edge-case prompts expose provider quirks
orthogonal to deployment-context modification.

Classification. For each prompt p, let d,, denote
the difference between the API-reported prompt-
token count and the locally-computed bare count,
and let v, denote the call-to-call variance of the
API-reported count. Endpoints are classified as
follows: no_drift if all d, = 0 and v, = O;
const_offset_positiveif all d, = k > 0 with
v, = 0, indicating a consistent hidden-content
injection of size k; const_offset_negative if
d, = k < 0, indicating a leaner provider tem-
plate; variable if v, > 0, indicating provider non-
determinism (e.g., load-balanced deployments);
and systematic for all other deterministic nonzero
patterns.

Identified hidden-prompt endpoints. Nine
const_offset_positive endpoints account for
the headline injections, sorted by size: Llama-3.2-
3B-Instruct (425), Mixtral-8x22B-Instruct (+12),

Gemma-3n-e4b-it (+7), Hunyuan-al3B-Instruct
(+6), and five endpoints with +1 token (Llama-
3-70B-Instruct, Llama-3-8B-Instruct, Llama-3.2-
1B-Instruct, Qwen3-14B, GLM-4.5v). One fur-
ther endpoint (Llama-Guard-4-12B) falls into
variable with positive mean offset, consistent
with hidden content injected on a subset of calls.

A.6 Ablation Details

Table 5 in the main text reports the cross-pair re-
jection rate for the K x N sweep. Table 8 com-
plements it with the corresponding Type-I error
(self-test false-positive rate) on the same grid.

A.7 Baseline and Protocol Details

AgentProv (this work). Each model is queried
at temperature 0.7 via its native chat template;
tool schemas are shuffled per sample with a de-
terministic seed. The headline configuration is
K = 20 templates of the tool-selection probe and
N = 50 samples per template, yielding 1,000 sam-
ples per endpoint. Tool-call names are bucketed
via per-template action_maps (§A.1); _no_call
and _malformed are valid options. For each pair



Figure 4: Full 36 x 36 pairwise MMD? matrix on the AgentProv N MET N RUT common set (§4.2), computed
with AgentProv’s tool-selection probe at K = 20 templates and N = 50 samples per template. Models are grouped
by family; black lines mark family boundaries. All 630 distinct-checkpoint pairs reject at o = 0.05.

of endpoints we compute the observed test statistic
T (Eq. 4) on the per-template sample matrices and
calibrate the permutation null with B = 1,000 row-
level shuffles (Algorithm 1). Decisions are exact
permutation p-values at level o = 0.05.

MET (Gao et al., 2025). Following the upstream
implementation, each model is queried on 25
Wikipedia continuation prompts (5 prompts X 5
languages: English, German, French, Russian,
Spanish) at temperature 1.0, top-p 1.0, generat-
ing N = 50 completions per prompt with a maxi-
mum of 50 output tokens. Completions are padded
to a fixed character length and compared with
the Hamming kernel on byte-level token strings;
the test statistic is the Maximum Mean Discrep-
ancy (Gretton et al., 2012) between the reference

and suspect sample sets, with a permutation null
at B = 500 resamples. Decisions are at o = 0.05.
The MET pipeline is run unmodified through our
SLURM driver; the only added code is a thin Ope-
nAl/OpenRouter sampling hook that the upstream
did not implement.

RUT (Zhu et al., 2026). RUT is a grey-box
test that requires log-probabilities from the refer-
ence. The protocol follows the paper: 100 En-
glish prompts sampled from the WildChat-1M
dataset (Zhao et al., 2024) at temperature 0.5, top-p
1.0, maximum 30 output tokens; for each prompt
the auditor draws 1 target completion and m = 100
reference completions. Every response token is
scored under the reference distribution with the
log-rank score (the empirical best of the five score



N samples per template

K templates 5 10 25 50

5 0/36 0/36 0/36 0/36
10 0/36 1/36 0/36 0/36
20 0/36 0/36 0/36 0/36
30 0/36 0/36 0/36 0/36
40 0/36 0/36 0/36 0/36
60 0/36 0/36 0/36 0/36

Table 8: Self-test Type-I error (split-sample FPR) on
the 36-model set, for the same K x N grid as Table 5.
Each cell reports the number of models for which the
test rejects when both halves come from the same model
(any rejection is a false positive on identity). The test is
conservative: FPR is at or below the nominal o = 0.05
rate at every cell, with the single false positive at =10,
N=10 within the expected rate by chance across the
24-cell grid.

functions evaluated in the paper). Per prompt, the
randomized rank of the target’s score within the
reference scores is computed, and a Cramér—von
Mises goodness-of-fit test against U (0, 1) decides
at a = 0.05.

B Potential Risks

AgentProv is an accountability tool intended to
help API customers, integrators, and third-party
auditors verify whether a deployed endpoint serves
the model it claims. A reject decision at o = 0.05
is a statistical statement, not a finding of fraud:
Section 4.3 shows that even small provider-side
configuration changes can shift action distributions
enough to trigger rejection (e.g., Gemma-3-1B un-
der a 50-token persona prompt), so public attri-
bution of an endpoint as “substituted” on the ba-
sis of a single audit run is inappropriate. Agent-
Prov should be one input to a broader investigation
that also considers documented provider configura-
tion, the per-template breakdown from Eq. 5, and
corroborating side-channels (e.g., the token-count
probe of Appendix A.5). Because AgentProv can
be run against any HTTP-accessible tool-call end-
point without provider cooperation, auditors should
respect endpoint terms of service and rate limits;
our headline configuration (1,000 samples per end-
point, under $1 at typical API pricing) was chosen
partly with this in mind. We will release the probe
templates and source code to enable independent
replication.
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